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Executive Summary

Cyber security increasingly resembles an arms race in which threat actors are constantly 
developing new tactics, techniques, and procedures to evade preventive defenses and 
establish an internal foothold. Most attacks continue to leverage email for delivery, but 
are now also using macros and scripts, or file-less methods to avoid detection. Rarely a 
week passes without headlines describing a major cyberattack, new strain of malware, or 
phishing attacks with social engineering techniques being used to attack businesses and 
government organizations. Each organization faces a multitude of cyber adversaries, and 
the reality is that you cannot prevent all cyber attacks: a sufficiently capable, persistent, 
and motivated attacker will get through.

Rapid detection and response are vital to preventing the 
escalation and spread of attacks, plus data theft and 
loss, but security teams are often hampered by limited 
network, cloud, and endpoint visibility and the proper 
content and context to quickly make informed decisions. 
Lack of visibility enables attackers to remain undetected 
in networks for days, weeks, and even months, while 
research shows that once inside, they move laterally 
within a few hours. Further, success of advanced attacks 
is often aided by siloed and disjointed security systems 
that fail to integrate or provide the comprehensive post-
breach analysis that would empower security teams 
to uncover malicious intruders and insiders and take 
effective action.

To defend against attacks and prevent data theft, 
organizations must implement new best practices to 
prevent, detect, investigate, and mitigate attacker activity. 
Detection and response have become the new focus 
for post-breach attack visibility, yet we continue to rely 
heavily on preventive defenses, such as next-generation 
firewalls, intrusion prevention systems, endpoint 
protection, and web and email security gateways, as this 
is what we know.

While security information and event management (SIEM) 
systems are effective for collecting logs and events, 
centralizing alerts, and meeting compliance regulations, 
they fall short when it comes to detecting and stopping 
attackers that are active inside networks. In short, SIEMs 
don’t provide the content and context of rich metadata 
indexed to query for faster, sharper response. 

The cyber threat landscape is evolving – and so must 
your cyber security strategy. What’s needed is a different 
DNA model for post-breach detection and response. 
To reach maximum efficiency, security teams need to 
see the big picture with a curated technology stack that 
captures rich, indexable network sensor metadata from 
gateways, internal networks, cloud VMs, and email, along 
with endpoint metadata. The content and context are 
leveraged in real-time and retrospectively with new threat 
intelligence, as well as for north-south traffic analysis, 
endpoint behavior activity and IOC and YARA analysis, 
lateral movement detection, and data theft and loss 
exfiltration. 

By adopting an integrated approach to security with a 
curated technology stack that delivers:

 z comprehensive visibility of network, cloud, email, and 
endpoint metadata;

 z real-time and retrospective analysis for 30, 60, or 90 
days minimum;

 z threat intelligence from multiple third-parties, open 
sources and cultivated internally;

 z deception using breadcrumbs and decoys, plus Active 
Directory fake accounts and activity; and

 z automated alert validation, investigation steps, 
response actions, and playbooks,

organizations can improve the efficiency of security 
operations across the entire threat lifecycle and more 
effectively defend against today’s advanced and evolving 
threats.



See More Across Your Environment: Align Visibility for Post-Breach 
Detection and Response

©Fidelis Cybersecurity Fidelis_See_More_Across_Your_Environment_1812 www.fidelissecurity.com 4

Prevention of Cyber Attacks is a Losing Proposition

Did You Know?

The gap between time of compromise and time of detection is 
one of the main failures noted when investigating a breach. 

For most enterprises, security investments are heavily 
weighted in favor of prevention. Multiple factors, 
however, have rendered such a reliance on prevention 
tools and technologies a losing strategy. To begin with, 
cloud services, employee mobility, and increased intra- 
and inter-organization collaboration are disintegrating 
traditional protection perimeters. 

Digital transformation is the biggest business driver 
today, freeing employees to connect from anywhere – 
the office, home, coffee shops, or airport lounges – and 
teams in multiple time zones to collaborate as if sitting 
next to each other. Driven by a need to support an 
increasingly dynamic and digital business environment, 
enterprises are making the move to cloud-enabled 
organizations – using numerous SaaS applications 
and developing cloud-native applications in serverless 
environments with containers and functions.

Digital transformation offers tremendous opportunities 
for businesses to create value and efficiencies, but it 
also creates new security risks. Embracing the cloud 
and mobile, not to mention Internet of Things (IoT) 
technologies, has resulted in an expanded attack surface 
that gives rise to multiple, multi-dimensional attack 
vectors.

Lastly, modern cyber attacks are processes, not single 
events. Despite investments in preventive technologies, 
attackers routinely compromise seemingly secure 
organizations and steal financial assets, intellectual 
property, and sensitive data. To accomplish their mission, 
threat actors use a variety of exploitation methods and 
shift their approach to evade preventive defenses and 
remain undetectable. Traditional and non-traditional 
attack vectors include email phishing and business email 
compromise attacks, drive-by web downloads, file-less 
macro and script attacks, compromised IoT devices 

(printers, smart locks, smart lighting, and cameras to 
name a few), and the not-to-be-forgotten compromised 
identities and access credentials.

Organizations are staggering under  
the weight of point products and  
security silos

With an average breakout time from compromised 
system to lateral movement of less than two hours, 
security teams need to be able to quickly detect post-
breach attacks that compromise hosts and endpoints 
for an internal foothold and resolve them before they 
do irreparable harm. However, at a time when speed 
is everything, organizations are struggling to detect 
post-breach attacks and respond. In fact, the gap 
between time of compromise and time of detection is 
one of the main failures noted when investigating a 
breach. Security teams need content and context across 
the entire kill chain, but this level of visibility and the 
necessary metadata from network sensors for gateways, 
internal, cloud, email, and endpoint activity critical for 
threat detection and threat hunting is exactly what  
they lack. 

Disparate Systems

Enterprise security operations are complex, with 
fragmented consoles and disparate systems. No one 
technology can look at it all for post-breach detection 
(including all ports and protocols on networks, cloud-
based VM apps, endpoint behavior activity, and all 
detection techniques in real-time and retrospectively) 
without combining and integrating with other solutions. 
For example, Office 365 alone has six security 



See More Across Your Environment: Align Visibility for Post-Breach 
Detection and Response

©Fidelis Cybersecurity Fidelis_See_More_Across_Your_Environment_1812 www.fidelissecurity.com 5

dashboards. Complicating the situation is the need for 
attack-detection capabilities for devices that you can't 
put an agent onto, such as enterprise IoT, shadow IT, 
home-grown applications, legacy systems, and so on.

Insuffient Data

Despite a cornucopia of security technologies that 
generate vast amounts of information on a daily 
basis, security teams are burdened with incomplete, 
incorrect, or insufficient data. Lack of project funding, for 
example, may result in inadequate data collection due 
to undersized SIEM implementations. When the opposite 
occurs, too much data makes queries and analysis too 
complex and time-consuming for security analysts 
performing interactive threat detection or iterative ad 
hoc threat hunting. 

Lack of Quality Data

Then there is the problem with the data itself. While 
NetfFlow data provides some basic information about 
network sessions, it lacks content and context and has 
limited use when investigating advanced attacks. Typical 
NetFlow data will tell you the source and destination 
of a session along with the transport protocol, type of 
service, and length of the session. While it’s helpful to 
know that a network session occurred, NetFlow data 
tells you nothing about what transpired during that 
session. So, while it is one type of metadata, it is by no 
means the most important or useful type of metadata 
that a security analyst could want when investigating a 
suspected incident. 

Packet captures (PCAPs), on the other hand, provide 
forensic detail; however, you cannot query them for 
investigations or apply threat intelligence without 
decoding and reassembly. Another issue with PCAP 
data and endpoint images is that they are expensive to 
store. Because storage fees can run into the millions, 
enterprises typically save a minimal amount of data, 
such as seven days for logs and events, plus packet 
captures on demand when required for forensic 
evidence. Unfortunately, when the time comes for 
retrospective analysis or to apply newly acquired threat 

intelligence for investigations, the necessary data is 
unavailable. Organizations are adopting 30-, 60-, or 90-
day minimums for rich metadata, knowing its value for 
machine learning anomaly detection, plus retrospective 
threat detection and periodic threat hunting efforts.

Alert Fatigue

Data challenges aside, investments in multiple 
preventive security systems to protect networks, 
endpoints, and cloud environments often result in alert 
fatigue and false positive dead ends. Alerts multiply as 
the same artifact or behaviors are detected at different 
stages of the kill chain. Duplication of alerts further adds 
to alert fatigue. More problematic, such technologies 
deliver neither the visibility nor the rich metadata 
necessary to detect and respond to attackers already 
within networks. Alerts generated by legacy security 
infrastructure lack sufficient contextual information and 
cross-session analysis to enable a security analyst to 
piece together the story from multiple point products, 
each alerting on different aspects of the attack. Because 
the current situation lacks a common metadata model, 
automation and machine learning is difficult to apply. 
Lacking automation that would gather data and speed 
triage and investigation, security analysts must validate 
events while gathering and analyzing information from 
multiple disparate systems that neither integrate nor 
share data well. Rather than being on their toes, out in 
front of the attack, security analysts must piece together 
evidence and clues and investigate manually – often on 
their heels.

Skills Shortage

Lastly, one of the key issues in cybersecurity is the skills 
shortage. Not only are too many disparate tools unused 
because of the lack of skilled staff to operate them, but 
the shortage of cybersecurity analysts skilled in post-
breach detection and investigation is leaving gaps in 
coverage, and stalling investigations. Even if enterprises 
could find the right talent, many face restricted budgets 
to expand security operations teams.

The shortage of cybersecurity analysts skilled in post-breach detection and 
investigation is leaving gaps in coverage, and stalling investigations.
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Organizations are adopting 30-, 60-, or 90-day minimums 
for rich metadata, knowing its value for machine learning 

anomaly detection, plus retrospective threat detection  
and periodic threat hunting efforts.

Cybersecurity Investment:  
The Shift to Detection and Response
The pace of digital transformation combined with 
advancement in the levels of attacks means it will be 
impossible to prevent every threat. The threat of cyber 
attack is a constant and organizations must accept that 
determined attackers will penetrate preventive defenses 
sooner or later.

To defend against determined attacks, organizations 
must mature advanced threat defense capabilities 
in order to reduce the Mean Time to Detect (MTTD) 
and apply automation to improve their Mean Time to 
Respond (MTTR).

To that end, industry analyst firm Gartner recommends 
that IT security leaders shift from prevention-focused 
defense to one that prioritizes post-breach detection 
of advanced threats using network traffic analysis 
(NTA) and endpoint detection and response (EDR), 
alongside sandboxing and ‘lean forward’ defenses, 
including deception and breach attack simulation. To 
optimize value, Gartner recommends adopting curated 
technology stacks from vendors that integrate NTA, 
DLP, EDR, and deception combined with the option of 
managed detection and response (MDR) services. Also, 
MDR services are recommended over managed security 
services (MSS) using siloed third-party technologies, 
often providing basic security monitoring and alert 
services, not post-breach managed detection and 
response. Advantages of integrated technology stacks 
include:

 z Increased visibility and detection accuracy across 
networks, email, cloud, and endpoints

 z Confirmed prevention of data theft by inspecting the 
content of all outgoing network and email traffic

 z Strengthened security stance by identifying and 
responding to attacks throughout the attack lifecycle

 z Deeper insights through consolidated and correlated 
information that delivers content and context for 
post-breach detection and response 

 z In-house knowledge and control over security 
technologies for optimal use and advancements

Comprehensive Visibility

A curated, unified security stack delivers contextual 
perspective across the entire environment, empowering 
security teams to quickly and effectively detect and 
respond to malicious activity at every stage of the kill 
chain and mitigate data leakage and exfiltration. Key 
elements include:

 z Network traffic analysis (NTA), often with integrated 
DLP and sensors for gateways, email, cloud VMs, and 
internal traffic

 z Endpoint detection and response (EDR) across a 
variety of endpoint systems

 z Rich metadata providing up to 360 days of content 
and context in hundreds of attributes for applications, 
protocols, and content, plus custom tags

 z Deception using breadcrumbs and decoys for early 
post-breach detection when initial foothold systems 
are first compromised, and initial lateral movement 
begins within hours

 z Optional services for managed detection and 
response to augment security operations, plus 
incident response (IR) services on proactive retainer if 
the inevitable happens
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Network Traffic Analysis

Network traffic analysis is the missing element in the 
identification and analysis of post-breach intrusions 
and data theft and loss prevention in/out of networks 
for north-south gateway traffic and east-west internal 
communications, plus email and web gateways. Network 
traffic analysis also plays a vital role in compliance. 
Because visibility is key for compliance, network 
visibility across gateways, cloud, internal, and email with 
integrated DLP validates data is encrypted and traveling 
in secure tunnels to and from the right places for PCI-
DSS. Network traffic elements include:

 z Analysis of raw traffic and flows including all ports 
and protocols without data sampling or dropping 
packets

 z Collection of standard metadata and creation of 
enhanced metadata for real-time and retrospective 
analysis up to 360 days

 z Modeling of normal traffic highlighting anomalous 
behavior, and provisioning of security analytics

 z Behavioral detection in real time

 z North-south and east-west traffic analysis, plus cloud 
VMs, and email and web gateway sensors

 z Analysis beyond signatures and existing perimeter 
defenses (NGFW, SEG, SWG, EPP)

Endpoint Detection and Response

The endpoint is often where attackers start with 
phishing, drive-by attacks, and social engineering. 
Attackers need to hide all traces of their activity — 
but for detection, hunters need to find just one trace. 
The consensus of industry analysts, therefore, is that 
if you can get only one tool for threat hunting, EDR 
is the one to get. EDR collecting rich metadata of 
events and processes, plus data capture of forensic 
evidence including fill disk images, and process 
behavior monitoring, and IOC and YARA scanning are 
driving improved detection and incident response 
as it allows for the review of the most unambiguous 
attacker traces, including executions, file actions, 
downloads, system actions, and metadata. In addition, 
it provides investigation and response automation and 
customization with scripts.

Rich Metadata from NTA and EDR 

Rich metadata comes from curated security stacks 
designed to collect, share, and optimize its value 
specifically for post-breach detection and response. It 
provides information about other information in a ready 
to query structured and indexed format. In addition 
to facilitating an understanding of attacker tactics, 
techniques, and procedures, it enables security analysts 
to hunt and pivot quickly between the content and 
context of attacks. 

By collecting rich metadata, organizations can keep 
approximately 90 percent of the data for about 20 
percent of the storage expense with insights and visibility 
not found in SIEM dashboards or firewall logs. As an 
example, Fidelis provides over 300 metadata attributes 
and supports custom-defined tags with the option of on-
premises or cloud storage. Stored protocol, application, 
and content-level metadata allows for the discovery of 
past attacks with retroactive analysis, triggered by key 
indicators derived from new threat intelligence, machine 
learning, sandbox results, and threat research. Metadata 
elements include:

 z Web applications

 z Social media

 z Email

 z Encrypted web access

 z Internal file shares

 z Documents

 z Executable files

 z Archives (zip, rar, tar, gzip)

 z Certificates

 z Embedded objects

 z And many others 

Rise of Deception Defense

 We are all familiar with the old paradigm that an 
attacker just needs to get in once, and that security 
needs to do everything right, every day, every time to 
defend. The use of deception technology introduces a 
new paradigm, wherein the attacker must do everything 
right to avoid detection and prevent digital ‘noise’ that 
would reveal their location and activity. 
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Cyber deception, recently identified by Gartner as a  
top security technology, can more effectively and 
accurately detect human and malware attacks that have 
infiltrated an organization’s network, divert the attacker, 
and provide an understanding around what assets have 
been compromised.

Deception defenses with automated discovery can learn 
a new environment to discover, classify, and profile 
network assets, resources, services, applications, and 
activity — as well as unknown legacy systems and 
shadow IT. From this rich profile base, auto-generated 
decoys can be created to configure a decoy environment 
in advance of an attacker’s arrival that is always current 
with your real environment and which adapts as your 
network assets change.

Deception technology shines a detection light on 
enterprise IoT and other assets where agents cannot 
be deployed. Highly realistic fake assets, such as Active 
Directory fake accounts, and activity with decoys slows 
attackers by deceiving them into believing they’re 
interacting with real endpoints, servers, and data 
repositories; and prevents further spread of the attack by 
deflecting it from real assets to decoy assets. Deception 
improves and becomes deterministic with breadcrumbs 
on real assets likely to be compromised, luring attackers, 
malicious insiders, and automated malware to decoys 
for interaction to learn TTPs.

However, creating and deploying deception layers is 
only one-half of the effort – maintaining, adapting, 
and changing decoys and breadcrumbs for freshness 
is the second half. For deception to be effective, it 
needs to mirror the current environment, show daily 
activity with logins for fake AD accounts from decoys, 
and change regularly to maintain the freshness to 
avoid fingerprinting by attackers. Deception defenses 
can automatically adapt to changes in networking 
and resources given they keep a rich profile from the 
automated discovery used during decoy creation.

By taking an automated approach to deception 
deployment and maintenance, organizations alter the 
playing field for defenders. Instead of searching in vain 
for the bad actor within an ocean of good data, deception 
delivers validated alerts and events from decoys, MITM 
(Man in the Middle) traps, Active Directory breadcrumbs, 
and traffic analysis. Because deception layers are 
unknown to users, such alerts have high fidelity and 
few false positives, allowing defenders to identify a 
post-breach attack in progress or malicious insiders 
with a high degree of certainty. Poisoned data and fake 
credentials allow for the tracking of the attacker’s 
movement and forces them to reveal their position. Once 
they have revealed their position without taking hold 
of sensitive data, it is easier to enable response and 
remediation.

Managed Detection and  
Response Services

The cybersecurity skills gap continues to widen and 
CISOs are feeling the pressure. In its 2018 CIO Agenda 
Survey, for example, Gartner reports that only 65% of 
CISOs say they have a cybersecurity expert. Finding, 
hiring, and retaining talent are distinct challenges, 
exacerbated by the fact that the skill sets are highly 
specialized. Most security teams have skills matching 
preventive security defense technologies. However, 
skills that align to post-breach detection and response 
are needed and are in short supply. Such skills often 
develop from years of incident response and penetration 
testing or red team versus blue team exercises and 
threat hunting. The lack of security talent and resources 
on staff is driving a demand for managed detection and 
response (MDR) services. While managed detection and 
response may sound similar to the managed security 
services (MSS) that organizations have turned to in the 
past, MDR is more than a name change. 
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Managed Security Services Providers (MSSP) have 
ignored customer requests for services beyond 
compliance and security monitoring, enabling the rise of 
services focused on detection and response. Managed 
detection and response are services that augment an 
organizations’ existing security infrastructure with a 
third-party team of cybersecurity specialists who ensure 
an organization has 24/7 threat detection and response 
coverage. Managed detection and response improves 
advanced threat detection and incident response 
capabilities via a turnkey approach that combines 

incident response expertise with a curated technology 
stack that often unifies network, email, web, and cloud 
visibility, data loss prevention, endpoint detection and 
response, and deception alongside rich metadata, threat 
research, and intelligence to detect threats that have 
bypassed preventive defenses and security controls. 

Many MSSPs are calling themselves MDRs, but while 
they provide basic security capabilities, they lack the 
necessary incident response expertise and in-house 
technology to detect and respond to advanced threats 
operating in customer environments.

Recap
Larger enterprises often use APIs to integrate multiple ‘best-in-breed’ Magic Quadrant 
leadership security solutions, creating a fabric of preventive defenses with the 
central collection of alerts and unstructured logs and events. While rich on preventive 
defenses at multiple points and meeting compliance regulations, such a strategy is 
ineffective for post-breach detection and response. 

Modern cyber attacks are processes, not single events. They span all phases of the kill chain and resolved 
human adversaries know how to evade most security and monitoring tools by making their attacks look 
like normal activity. While organizations want to hunt for unknown threats, the journey to reach the desired 
investigation and remediation information can take hours, days, weeks, or even months. The longer threats 
lurk in your network, the more expensive they become to resolve – and the more harm they can cause your 
business. It’s well understood that the more accurate the post-breach detection, the faster security teams will 
be able to address the risk; however, with limited visibility, security teams are unable to detect blind spots and 
black holes and are forced to act on incomplete or, worse, inaccurate information – leaving organizations open 
to increased risk and potential data loss or theft. That’s why Gartner has recommended organizations shift from 
a prevention-focused defense to one that prioritizes post breach detection and response.

Greater Visibility, Deeper Insight

Migration from prevention to post-breach detection defenses is driving a new perspective on the DNA required 
to be successful against today’s cyber adversary. The new paradigm calls for curated security technology stacks 
(i.e. NTA, EDR, DLP, deception) specifically designed for detection and response using a rich metadata model 
with visibility across network, email, web, cloud, and endpoint to understand content and context. In addition to 
endpoint detection and response (EDR) as the leading analyst recommendation for advanced threat detection 
and hunting, deception — the use of decoys, breadcrumbs, fake data and accounts, plus other mechanisms — 
is quickly gaining the attention of organizations seeking an efficient post-breach detection technology within 
their environments. Combining deep and broad visibility across networks, email, web, cloud VMs, endpoints, 
and enterprise IoT with fast, comprehensive detection with specific automated validation and mature scripted 
response capabilities can enable security operations teams to more effectively protect valuable information and 
an organization’s bottom line.
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Fidelis Elevate™ – Your Force Multiplier  
for Automating Detection and Response
Fidelis Elevate™ provides a rich source of metadata 
for real-time and retrospective analysis by integrating 
network visibility, network data loss prevention, 
deception, and endpoint detection and response into one 
unified solution to deliver automated threat detection 
and response across networks, endpoints, cloud and 
enterprise IoT environments. It provides threat visibility 
and intelligence with content and context to help 
organizations quickly address cyberattacks across 
the entire threat lifecycle – from initial intrusion to 
exploitation to data theft – as well as hunt for unknown 
threats deep within the network. 

Detected threats are presented as a conclusion that 
was determined by validation from network to endpoint, 
contextual enrichment, and correlated threat activity to 
enable the analyst to take rapid, responsive and often 
automated action. By delivering comprehensive visibility, 
alert validation, and increased speed to respond, it 
enables security teams to focus on the most urgent 
threats and protect sensitive data rather than spending 
time investigating and triaging thousands of alerts.

Fidelis Elevate includes the following security products, 
which can be deployed and activated as a complete 
Elevate platform or individually based on an enterprise’s 
needs:

 Fidelis Network: Provides unmatched network traffic 
analysis (NTA) leveraging patented deep session 
inspection with five locations for sensors (direct, 
internal, cloud, email, and web) to produce hundreds 
of metadata attributes about content and context 
for real-time and retrospective analysis for threat 
detection, threat hunting, and data loss and theft. 

 Fidelis Endpoint: Provides endpoint detection and 
response (EDR) for visibility of all endpoint activity 
with automated script responses, plus the option of 
endpoint prevention (EPP) on and off networks in a 
single agent. Real-time detection uses behavioral 
rules and indicators while security analysts can also 
use third-party feeds and custom rules for threat 
detection, as well as hunt for threats directly on the 
endpoint, in both the file system and memory, using 
YARA and Open IOC. 

 Fidelis Deception: Provides a post-breach detection 
defense with high-fidelity alerts and minimal 
resources due to automation creating, adapting, and 
freshening deception layers. Auto-generated decoys 
and breadcrumbs make deception deterministic, 
luring attackers from compromised hosts to decoys. 
Deception also provides detection for legacy systems, 
shadow IT, and enterprise IoT devices.

Provides unmatched network traffic analysis (NTA) leveraging patented deep session inspection with 
five locations for sensors (direct, internal, cloud, email, and web) to produce hundreds of metadata 
attributes about content and context for real-time and retrospective analysis for threat detection, 
threat hunting, and data loss and theft. 

Provides a post-breach detection defense with high-fidelity alerts and minimal resources due to 
automation crea

Provides endpoint detection and response (EDR) for visibility of all endpoint activity with 
automated script responses, plus the option of endpoint prevention (EPP) on and off networks in 
a single agent. 
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Fidelis Network. Fidelis Network automates threat 
detection and response while preventing data leakage 
across the network, cloud, email, and web. It bi-
directionally scans all network traffic to reveal network 
and application protocols, files, and content; and 
automatically decodes and analyzes traffic to detect 
advanced threats and unauthorized data transfers. 
Patented Deep Session Inspection (DSI) as well as Deep 
Packet Inspection (DPI) give unique visibility of deeply 
embedded content and context across all ports and 
protocols. It also captures and stores over 300 attributes 
of standard metadata, plus enhanced metadata, such as 
custom tags, to provide rich information for automated 
and manual threat detection and threat hunting with up 
to 360 days of retrospective analysis. More information 
on the power of metadata can be found in the white 
paper: What's Hiding Within Your Metadata? How to 
Decode Your Network's Deepest and Darkest Secrets.

Fidelis Network solves the ‘My analysts are not 
experienced enough’ problem by providing assisted and 
automated investigation. Detected advanced threats are 
presented as a conclusion determined by automated 
validation, contextual enrichment, and correlated threat 
activity. Validated, enriched, and prioritized alerts dispel 
uncertainty, enabling the analyst to take rapid responsive 
and automated actions rather than spending time to 
gather evidence from a variety of security systems and 
sources. 

Fidelis Endpoint. Fidelis Endpoint provides visibility into 
all endpoint activity, including process actions, logged in 
users, registry writes, file system activity, and memory. 
It monitors endpoints in real-time and retrospectively, 
on and off the network, and records key events, allowing 
security teams to see a timeline of suspected incidents. 
Fidelis Endpoint drives real-time detection through the 
use of behavioral rules and indicators provided by Fidelis 
Insight threat intelligence. Security teams can also use 
third-party feeds and custom rules for threat detection, 
as well as hunt for threats directly on the endpoint, in 
both the file system and memory, using YARA and Open 
IOC.

Fidelis Endpoint equips security teams to confidently 
detect, respond to, and resolve security incidents in a 
fraction of the time it takes using traditional approaches. 
Security analysts are also able to respond to endpoint 
activity faster by integrating with SIEMs, NGFWs, alerting 
tools, and more and by accessing a large library of 
pre-defined as well as custom response scripts. Fidelis 

Endpoint further aids security teams by automatically 
kicking off response workflows and scripts for 
automated remediation or deep analysis actions when 
suspicious activity is detected.

Fidelis Deception. Fidelis Deception significantly 
reduces dwell time by providing a low-risk, low-friction 
internal alarm system to detect post-breach attacks 
and malicious insiders. Deception defenses provide 
a proactive opportunity to lure, detect, and defend 
early within post-breach compromise incidents with 
no risk to resources or data, or impact to users and 
operations. Fidelis Deception automatically discovers 
the environment and auto-generates decoys that 
have profiles, services and activity matching the 
environment for active deception layers. It deploys 
decoys of key assets, services, and fake data, and 
then makes deception deterministic by setting up 
breadcrumbs on real systems likely to be compromised, 
thus leading attackers to decoys. High-fidelity alerts 
come from decoys, breadcrumbs, AD credentials, 
MITM, and poisoned data with network traffic analysis 
and telemetry data for investigations. Lastly, Fidelis 
Deception automatically adapts the deception 
environment to network changes as they occur to remain 
synchronized for assets, resources, and services. For 
a deeper discussion on deception and how to apply 
deception mechanisms to detect sophisticated cyber 
attacks, download the white paper Capture the Flag with 
Deception Defenses. 

Fidelis Managed Detection and Response Service. 
Fidelis Managed Detection and Response can augment 
existing SOC operations or act as a trusted security team 
running the Fidelis Elevate curated security stack and 
leveraging the DNA of Fidelis’ rich metadata. Fidelis MDR 
delivers industry-best talent and solutions to proactively 
hunt for threats, fully investigate, respond to detected 
threats, and stop attacks and data theft. The 24x7 Threat 
Analysis Center is staffed by a team of highly trained 
security analysts and incident responders who have 
supported over 4,000 incident response cases and 
provided expert testimony in more than 100 court cases 
for commercial and federal clients. Fidelis MDR includes 
deception to lure adversaries away from critical assets 
and sensitive data to decoy environments that look 
and feel real. By ensuring faster threat detection and 
response to advanced threats and preventing data theft, 
Fidelis MDR enables organizations to focus on their core 
business.

https://www.fidelissecurity.com/resources/metadata-decode-secrets
https://www.fidelissecurity.com/resources/metadata-decode-secrets
https://www.fidelissecurity.com/resources/capture-flag-deception
https://www.fidelissecurity.com/resources/capture-flag-deception


 

Fidelis Cybersecurity is a leading provider of threat detection, hunting and response solutions. Fidelis 
combats the full spectrum of cyber-crime, data theft and espionage by providing full visibility across 
hybrid cloud / on-prem environments, automating threat and data theft detection, empowering threat 
hunting and optimizing incident response with context, speed and accuracy.

 By integrating bi-directional network traffic analysis across your cloud and internal networks with 
email, web, endpoint detection and response, and automated deception technology, the Fidelis Elevate™ 
platform captures rich metadata and content that enables real-time and retrospective analysis, giving 
security teams the platform to effectively hunt for threats in their environment. Fidelis solutions 
are delivered as standalone products, an integrated platform, or as a 24x7 Managed Detection and 
Response service that augments existing security operations and incident response capabilities. Fidelis 
is trusted by Global 1000s and Governments as their last line of defense. Get in the hunt. For more 
information go to www.fidelissecurity.com.
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