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INTRODUCTION
Modern cyber-attacks are processes, not single events. They span all phases of 
the attack lifecycle — from initial exploit, reconnaissance, command and control 
communication, and staging, to theft or destruction of valuable data. This process can 
take hours, days, weeks, or even months and the longer threats lurk in your network, 
the more expensive they become to resolve.

That’s why Gartner has recommended the shift from prevention-focused defense to 
one that prioritizes detection and response. Strong detection methods are critical 
as they alert you to a serious problem, but detection also needs to provide you with 
insights that lead to faster response and a better security outcome. Combining fast, 
comprehensive detection with specific validation and mature response and prevention 
capabilities will enable you to more effectively protect your valuable information and 
your bottom line. But with so many vendors emphasizing their features and so many 
options from which to choose, how do you really know what’s most important?

Based on years of experience protecting the world’s most sensitive data, Fidelis has 
identified key capabilities a modern, automated, integrated security solution requires. 
From preventing or detecting attacks to automating incident response, accelerating 
security operations requires a unified approach that protects your data from internal 
and external threats.
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MUST-HAVE #1 

SEE WHAT COMES IN  
AND WHAT GOES OUT.
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With the ability to gain a unified perspective of what is happening across 
the network, endpoints and cloud, your Security Operations team can draw 
conclusions faster and therefore remediate alerts more efficiently. 

Achieve visibility across the attack lifecycle: 

Visibility of data leakage and exfiltration tactics, 
techniques and procedures can be achieved with deep 
inspection of content transferring out of the network.

Observe all traffic

Identify activity on devices

See lateral movement 

Data exfiltration visibility

PHASE 1:

PHASE 2:

PHASE 3:

PHASE 4:

It’s important to see content as it goes in and out of 
your network. Scan all network traffic, regardless of 
port or protocol, bi-directionally to reveal the network 
and application protocols, file, and content. 

Monitor all endpoint activity, on and off the network (in 
real-time and retrospectively) to reveal applications, 
processes, mutexes, memory, registry/file reads/writes, 
and network connections that could be indicative of 
malicious activity. By consolidating this information into 
one view, response time can be dramatically reduced. 

Extend visibility by monitoring lateral movement within 
the network. By using a decoy layer, gain visibility into 
attackers and malicious insiders moving laterally as 
they attempt to gain access to valuable information.

To reach maximum efficiency, you must see the big picture: north-south 
traffic, endpoint activity, lateral movement, and data exfiltration. 

Keys to Improving 
Visibility:

  Unified view across 
networks, endpoints, and 
cloud

  Deep, real-time and 
retrospective visibility 
into information flowing 
in-and-out of your 
network

  Detection of data leakage 
attempts in real time and 
retrospectively 

  Deep, real-time visibility 
into what’s happening on 
the endpoints

  Detection of threats in 
real-time and in the past 
using available threat 
intelligence

Visibility is the foundation of security and security 
operations teams ideally need visibility across the 
entire attack lifecycle. 

That’s why so many organizations have invested a 
lot of money over a long period of time acquiring and 
maintaining multiple security systems to achieve 
some level of visibility over what’s happening on their 
endpoints, networks, and cloud.

Many of these organizations maintain a security stack 
that includes:

1. SIEM/ Enterprise Security Analytics

2. Network Forensics/ Analytics 

3. Network DLP

4. Advanced Malware Protection

5. Intrusion Prevention Systems

6. Secure Web and Email Gateways

7. Firewalls

8. System Vulnerability Management

9. Endpoint Protection Platform

10. Endpoint Detection and Response

11. Endpoint DLP
12. Host Firewall/IDS

The problem with this situation is that it leaves 
enterprises with fragmented and selective visibility 
that’s distributed across multiple, disparate systems. 
That’s why it’s not uncommon to walk into a security 
operations center and see analysts with numerous 
screens arranged around them. 

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
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MUST-HAVE #2 

DETECT THREATS WITH HISTORICAL 
AND REAL-TIME CONTEXT.
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Data capture of network and endpoints provides contextual perspective  
for the most effective detection possible. 

Hindsight is 20/20. Yet many vendors ignore this truth, focusing instead 
only on real-time detection and prevention. Systems utilizing a real-time 
only approach essentially operate with half the visibility — they can only 
focus on the present. They are clueless about what has happened in the 
past. This approach doesn’t allow us to learn from past breaches. Also, 
enterprises have no means of detecting an attacker’s movement once 
they are inside the network. Only when the attacker chooses to exfiltrate 
data, can their location be compromised.

The reality of successful breaches and lengthy dwell times clearly 
demonstrates the shortcomings of a real time-only approach. These 
failures can be extremely painful and expensive; often, they occur 
because teams couldn’t apply current threat intelligence to a historical 
record of activity to find threats and exploits already lurking in the 
network and hiding on endpoints.

To accelerate security operations, automate incident response, and 
prevent data breaches, you need to be able to “look-back” and identify 
behavior you didn’t know was malicious at the time it occurred. You 
need a system that extracts and stores rich, descriptive information 
(metadata) about everything that happens on the network and the 
endpoints — whether the system thinks it’s bad or not — and then 
automatically applies new threat intelligence to that metadata. 

With look-back, you can detect attacks that began in the past and 
attacks that can only be detected by looking for a pattern of behavior 
that occurs over time. These capabilities allow your security teams to 
retroactively hunt threats that may have breached your perimeter, and 
create a comprehensive timeline of the attack before formulating an 
appropriate and rapid response. 

Look-back (non-selective memory) and retrospective detection can 
allow your security team to contain an attack before it seriously 
damages your organization. Without it, an attacker maintains the 
advantage of only needing to be right once — once they get through your 
real-time defenses, attackers can move around the network and pursue 
their mission relatively unencumbered, without concern for detection. 

However, once the attackers have breached your defenses, letting them 
complete their mission undetected is a massive security operations 
failure. This is where an active post-breach defense comes into play. By 
deploying decoys of your key assets and setting up breadcrumbs to lure 
attackers to the decoys, you can track their movement and force them 
to reveal their position. Once they have revealed their position — without 
taking hold of your sensitive data — it is easier to remove them from 
your system. 

When you have look-back and historical detection along with an active 
post-breach defense, an intruder that breached the perimeter doesn’t 
get a free pass.

Dwell Time:  
The interval of time 
during which a threat 
actor has undetected 
access in a network 
before discovery.

Keys to Detecting 
Threats: 

  Ability to extract and 
store rich, descriptive 
information

  “Look-back” abilities 
to identify behavior 
that you didn’t know 
was evil at the time it 
occurred 

  Strategy around 
automated deception 
that enables an active 
post-breach defense 

  Ability to detect  
threats with a variety 
of detection techniques 
including machine 
learning, sandboxing, 
etc. 

GLOBAL BREACH DETECTION TIME

201
days

2016

191
days

2017

These statistics were reported in Ponemon’s 
2017 Cost of Data Breach Study which was 

independently conducted in June 2017.

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf
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MUST-HAVE #3 

ALERT FOCUS,  
NOT ALERT FATIGUE.

7

INTRO 1 3 4 5 CONCL CHECK 
LIST



INTRO 1 4 5 CONCL CHECK 
LIST

AUTOMATE & ACCELERATE YOUR SECURITY OPERATIONS 
5 Must-Haves to Rev Up Threat Detection & Response

8

Legacy threat detection systems can be very “noisy”, often flooding 
security analysts with notifications about innocuous business activities 
and passing on the alerts to security analysts for handling — validation 
itself is a human task. With the growing staff crunch, there are not 
enough analysts to throw at the growing pile of alerts. To make matters 
worse, alerts often grow as the same artifact or behavior is detected 
at different stages of the attack lifecycle. One rule may trigger an alert 
based on signature matches. A sandbox may trigger another alert. 
But both alerts may originate from the same attack process. This 
duplication only adds to alert fatigue. 

Automation is the key: a centralized alert pane that automatically 
correlates and collects related alerts under the highest priority alert. 
Intelligent grouping of related alerts and affected endpoints enables 
security teams to focus on those that really matter, so they can 
respond quickly and effectively to interrupt the attack process before it 
irreparably harms the targeted organization.

To prevent alert fatigue you need to automatically validate alerts and 
create actionable, contextually rich information about alerts as they 
come in. To do this effectively, you need a system that:

•  Automatically determines whether threats that traversed the 
network actually affected the endpoint(s);

•  Automatically prioritizes and highlights validated alerts (alerts that 
are determined to have succeeded);

•  Assembles rich, alert-related information from the network and 
the endpoint(s), and presents it to the security operator in a single, 
coherent view;

•  Enables security analysts to quickly “drill down” into an alert, 
automatically extract embedded artifacts and perform downstream 
analysis;

•  Enables analysts to see everything that happened before and after 
the event that caused the alert;

•  Enables security analysts to take containment or remediation 
actions directly from the alert screen; and 

•  Uses machine learning techniques to prioritize the types of alerts 
that matter. 

The most proactive systems also prevent threats that trigger validated 
alerts from propagating to other systems in the enterprise. This 
proactivity empowers security teams to adopt a “solve-it-once” stance. 

This validated-alert approach also alleviates the immense security 
burden typically placed on counterparts in IT. Rather than IT having 
to hunt down suspected machines, collect memory dumps and 
requested data, and then ask the security team if they got everything, 
a modern detection and response solution now performs those steps 
automatically.

32

Reduce alert ‘noise’ by prioritizing consolidated alerts and ensuring real-time 
alert validation. 

Keys to Reducing 
Alert Fatigue:

  Automatically deliver 
real-time alert 
validation across 
endpoints and network

  Automatic prioritization 
and highlighting of 
validated alerts based 
on IoCs and threat rules

  Reduce or eliminate 
existing investigation 
and workflow steps

  Use a system that 
facilitates automated 
response including 
file quarantining and 
execution prevention

FACT

FIDELIS STATE OF THE SOC REPORT

A recent study revealed that 

of companies can’t triage HALF 
of their security alerts each day

can’t triage a quarter of their 
daily alerts.

83%

62%

while

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://www.fidelissecurity.com/resources/state-soc
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Automating detection and response can shorten response times to minutes 
or seconds — not days or hours. 

Cybersecurity Ventures 
estimates there will be  
3.5 million unfilled 
cybersecurity jobs  
by 2021.

CYBERSECURITY VENTURES 

Keys to Automating 
Detection and 
Response

  Automate response 
actions network 
isolation, process 
information, memory 
analysis, suspicious file 
deletion, file collection 
and custom script 
execution

  Give junior analysts 
complete insight, 
so they can quickly 
draw conclusions and 
complete investigations

  Use a system with 
access to custom 
scripts and an 
integrated telemetry 
feedback loop

•  Automate presentation of context-
based alerts to include key alert 
information, the full sandbox 
execution report, a link to the entire 
network path and all endpoint activity 
before and after the violating activity, 
and asset information 

•  Automate alert prioritization based on 
past actions taken by analysts 

•  Group relevant alerts and events 

•  Improve prevention efficiency by 
automating packet drops by sending 
a network TCP reset on any Network 
sensors 

•  Automate email management i.e. 
quarantine, reroute, attachment 
management 

•  Automate the redirection of web 
pages

•  Quickly identify and block known and 
unknown malware on endpoints with 
powerful signatures and heuristics

•  Quarantine files, block file execution

•  Prevent process execution on 
endpoints (not only files)

•  Mitigate data loss by identifying 
information that has left your 
network and taking appropriate 
action to prevent further leakage

•  Set up rules to automate endpoint 
response such as isolating the 
compromised endpoint if a specific 
alert rule has been triggered

•  Where necessary, automate further 
investigation such as dumping 
memory or running vulnerability 
scans on compromised endpoints

•  Save time with automated rollback 
to restore a computer to a specific 
backup point (prior to infection) 

Automate Prevention Automate Response 
Automate Investigation  

and Enrich Alerts

Efficiency gains are at a premium and automated investigation and response playbooks are vital, especially since security teams are severely 
short-staffed and there is a lack of skilled security analysts. Ideally, response automation enables companies to isolate a compromised or suspected 
endpoint from the network, perform memory and process analysis or file collection, and kick off bespoke response scripts — all with a single click. 
The ability to automate manual tasks such as gathering forensic data from affected or suspected systems is something modern systems must deliver. 

Yet, while everyone talks about automation, few modern security vendors deliver the full spectrum of standard and customized automation required 
to fully protect your business information while also helping your teams work faster and smarter. One key thing to note is that automation without 
appropriate context has the potential to backfire on a security analyst. Just automating tasks without understanding why they are being performed 
can be dangerous and counter-productive. If the threat is affecting the entire network infrastructure and all its endpoints, it is necessary for the 
analyst to understand the threat behavior and gain appropriate context before choosing the correct way to respond to the threat.

Every enterprise handles response workflow automation differently based on their specific requirements and capabilities; as a result, companies 
need customizable, extensible approaches that empower them to respond to validated alerts — in their unique environments — within seconds, not 
days or hours Here are some key ways to integrate automation into your Security Operations to maximize efficiency.

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://cybersecurityventures.com/jobs/
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Combine visibility, threat intelligence and context for faster detection  
and response. 

Since many network security solutions aren’t tightly integrated with 
other components of the security stack, it is hard for security teams 
to quickly determine if a suspected incident took place on desktops, 
servers, laptops, on-premises, or in the cloud. This gap makes it 
challenging for analysts to discover what really took place; it also 
makes it nearly impossible to quickly — and accurately — decide 
on which alerts to focus. Also, because traditional perimeter, log 
and signature-based security solutions cannot track the attacker’s 
movements, it is difficult to pinpoint their exact location on the 
network or on an endpoint.

When analysts do respond to an incident, determining which systems 
are potentially compromised — and then retrieving data from them 
— can take days or in some cases even weeks. This is because once 
the attacker breaches the network, they can lay low for days looking 

quietly for the information they seek before revealing their positions. 
Manual investigations require involvement from other departments 
and the use of multiple point solutions is time-consuming. Information 
is therefore difficult to correlate and insights are limited. 

With security teams already stretched thin, there simply aren’t 
enough qualified resources available to adequately keep pace with 
the growing number of alerts. It’s evident security teams need help 
and smart automation can quickly validate and prioritize what needs 
attention now.

Analysts need an automated detection and response platform that 
combines network breach detection, endpoint detection and response, 
data loss prevention, and active deception to:

•  Increase detection accuracy;

•  Confirm and stop data theft by inspecting the content of all 
outgoing network traffic;

•  Strengthen the security stance by identifying and responding to 
targeted attacks — throughout the entire threat lifecycle;

•  Achieve deeper insights through consolidated and correlated 
information that automatically delivers context about what 
happened before and after an alert, enabling the security team to 
quickly investigate — and ultimately resolve — the incident; and

•  Monitor and track an attacker or malicious insiders’ movements 
within the network by directing them to decoy assets using 
breadcrumbs steering them away from real, valuable data.

Keys to Gaining 
Critical Context

  Automated alert 
validation that queries 
endpoint event history to 
confirm if the suspicious 
action occurred 

  Unified threat detection, 
prevention and response 
across networks, 
endpoints and cloud 
applications

  Actionable context that 
shows what occurred 
before and after an alert, 
including activities such 
as process execution, 
files written, and registry 
entries created or 
altered

  Empower analysts to 
further investigate or 
respond to an alert 
by taking action from 
the alert page, such 
as isolating endpoints, 
analyzing memory, 
deleting or collecting 
files, and running scripts

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
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Fidelis Cybersecurity provides unique, patented contextual 
perspective with visibility across your networks, endpoints 
and cloud in one platform. This enables you to detect 
threats and data leakage attempts faster and more 
effectively with automated investigation and response. 
Combining contextual perspective with machine learning, 
sandboxing, threat intelligence and active deception 
defenses ensures more effective threat detection across 
your entire enterprise. 

Fidelis unifies and operationalizes these security 
capabilities through the Fidelis Elevate platform, the only 
solution that automates detection and response of both 
attacks on your enterprise and data leakage. 

By integrating network visibility, endpoint detection and 
response, data loss prevention and deception, Fidelis 
Elevate provides understaffed and overwhelmed security 
teams with greater context, enriched analysis and 
automated workflows. 

This enables your security team to focus on the most 
urgent threats rather than spending precious time 
validating and triaging thousands of alerts. Fidelis Elevate 
improves the efficiency of Security Operations across the 
full threat lifecycle.

CONCL

INTRODUCING FIDELIS ELEVATE™ — YOUR FORCE MULTIPLIER 
FOR AUTOMATING DETECTION AND RESPONSE.

See how Fidelis Elevate  
can help you protect your  

sensitive data through automated 
detection and response. 

Schedule a DEMO

FIDELIS AUTOMATED DETECTION & RESPONSE ARCHITECTURE. COMPLETE. INTEGRATED. AUTOMATED.

RESULTS 
Response

Improve Security Operations Efficiency with Accelerated Response

Unified UX & Presentation Automated Validation Assisted Investigation Guided Remediation

HOW IT WORKS 
Detection  

& Prevention

Detection and Prevention Across All Phases of the Attack Lifecycle

Static Dynamic Retrospective

Signatures 
(Atomic)

Rules (Multi- 
Dimensional)

Emulation  
& Heuristics

Decoy & Bread-
crumb Behavior

Sandbox  
Behavior

Endpoint  
Behavior

Network  
Behavior

Signatures  
& Indicators

Machine  
Learning & AI

Real-Time Detection 
and Prevention

Real-Time Detection Non Real-Time Detection

THE FOUNDATION 
Visibility

Broad and Deep Visibility Over Networks, Endpoint, and Cloud (Real-Time and Historical)

Network: Packets, Sessions, Content and Context, across All Ports & Protocols Endpoint: Processes, Files, Vulnerabilities, Network, Memory, across Multiple OSs

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://www.fidelissecurity.com/schedule-demo
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YOUR CHECKLIST FOR SECURITY OPERATIONS AUTOMATION

MUST HAVE #1

See What Comes In and  
What Goes Out.

Can the one solution you’re 
considering:

YES / NO Give you deep and broad 
visibility of the network — 
packets, sessions, content 
and context across all 
ports and protocols?

YES / NO Give you deep and broad 
visibility across all 
endpoints — processes, 
files, network and memory 
across multiple operating 
systems?

YES / NO Give you unified visibility 
across network, endpoint, 
and the cloud?

YES / NO Allow you to setup 
decoys and breadcrumbs 
within your network to 
visualize your attackers 
movements?

YES / NO Detect data leakage 
attempts in real time and 
retrospectively?

MUST HAVE #2

Detect Threats With Historical 
and Real-Time Context.

Can the one solution you’re 
considering:

YES / NO Automatically extract and 
store rich, descriptive 
information metadata) 
about all network and 
endpoint behavior (“non-
selective memory”)?

YES / NO Automatically apply 
current threat intelligence 
to historical data to 
identify previously 
undetected attacks 
that began in the past 
(automated hunting)?

YES / NO Provide retrospective 
detection capabilities to 
contain an attack and 
mitigate its damage?

YES / NO Detect attacks by looking 
for a pattern of behavior 
that occurs over a period 
of time?

YES / NO Pinpoint “Patient Zero” and 
all affected machines, not 
just the one that triggered 
the alert?

YES / NO Actively track and monitor 
an attacker/malicious 
insider’s movements 
within your network?

MUST HAVE #3

Alert Focus, Not Alert Fatigue. 

Can the one solution you’re 
considering:

YES / NO Automatically deliver 
real-time alert validation 
across the network and 
endpoints?

YES / NO Provide automatic 
prioritization and 
highlighting of validated 
alerts based on IoCs and 
threat rules?

YES / NO Reduce or eliminate 
existing investigation and 
workflow steps

YES / NO Use a system that 
facilitates automated 
response including 
file quarantining and 
execution prevention

YES / NO Reduce average elapsed 
response time and time to 
remediation?

MUST HAVE #4

Automate Response 
Playbooks.

Can the one solution you’re 
considering:

YES / NO Automate all response 
actions: network isolation, 
process information, 
memory analysis, 
suspicious file deletion, 
file collection and custom 
script execution?

YES / NO Give junior analysts 
complete and 
understandable insight, 
so they can quickly make 
decisions and complete 
one-click investigations?

YES / NO Provide access to a rich 
community of users who 
share custom scripts?

YES / NO Provide an integrated 
community and telemetry 
feedback loop, so the 
system can learn?

MUST HAVE #5

Detect and Respond Faster  
Via a Unified Platform 

Can the one solution you’re 
considering:

YES / NO Provide unified threat 
detection, prevention and 
response across networks, 
endpoints and cloud 
applications?

YES / NO Provide actionable context 
that shows what occurred 
before and after an alert, 
including activities such 
as process execution, 
files written, and registry 
entries created or altered?

YES / NO Provide automated alert 
validation that queries 
endpoint event history to 
confirm if the suspicious 
action occurred?

YES / NO Empower analysts to 
further investigate or 
respond to an alert 
by taking action from 
the alert page, such 
as isolating endpoints, 
analyzing memory, 
deleting or collecting files, 
and running scripts?
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Fidelis is the leader in automated detection and response. The Fidelis Elevate platform dramatically improves the effectiveness and efficiency of security operations by 
delivering comprehensive visibility, intelligent deception, alert validation, and automated response across network and endpoints. Fidelis is trusted by the most important 
brands in the world. See what you’ve been missing. For more information go to www.fidelissecurity.com.
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