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INTRODUCTION

CISOs face seemingly insurmountable and new challenges every single day. With growing cyber terrains, 
evolving threat landscapes, cyber skills shortages, and now, an unprecedented volume of telework, proactive 
cybersecurity defenses are imperative for organizations. Our CISO, Chris Kubic, took a close look at all of these 
pain points and how today’s enterprise-level CISO must stay prepared for known and unknown threat actors.

In this e-book, Fidelis’ CISO will detail strategizing and investing in a security program, ensuring telework 
programs are being carried out effectively and securely, dealing with the full spectrum of cyber threats, 
optimizing security teams effectively and efficiently and more. Learn his best practices and start applying 
these methods to your enterprise to defend against advanced attacks.
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One of the most important and difficult 
responsibilities a CISO has is how to best 
invest in their security program to reduce the 
risk of a security incidents to an acceptable 
level. The challenge here is determining “how 
much is good enough” and “where do I get the 
biggest bang for the buck.” 

In this post, I discuss some strategies for helping 
to build a defensible security strategy that tries to 
strike an appropriate balance between investment 
in security capabilities and risk to the enterprise. To 
be defensible, I believe the security strategy needs to 
identify and capture the level of risk the organization 
is willing to accept (the organization’s risk tolerance), 
identify where the organization currently is in terms 
of its ability to protect and defend the enterprise at 
an acceptable level of risk (its level of cybersecurity 
maturity), and where the organization needs to be 
from a cybersecurity perspective (gaps that are 
preventing the organization from appropriately 
managing their risks). 

Defining Risk Tolerance

When it comes to defining risk tolerance (or risk 
appetite as some organizations call it), many larger 
organizations and organizations in highly regulated 
industries have put in place dedicated staffs and a 
Risk Officer to manage corporate risks, to include 

MANAGING ENTERPRISE RISK AND PRIORITIZING CYBERSECURITY INVESTMENTS

cybersecurity risk. For smaller organizations, risk 
management often becomes “another duty as 
assigned” for CISOs. 

The key to determining your organization’s risk 
tolerance is to identify and categorize the risks that 
impact your business operations – namely what are 
the risks the organization is willing to accept, what are 
the risks that would cause significant but recoverable 
harm to the business, and what are the risks that 
would cause unrecoverable harm to the business 
(i.e., “extinction events”). These risks could include 
reputational damage, loss of personal or sensitive 
information, failure to meet service level agreements 
(and the associated reputational damage and financial 
impacts), and financial impact for failing to meet 
regulatory or compliance requirements (e.g., fines, lost 
revenue, etc.) If you can calculate the financial impact 
to those risks (in terms of $s) to cleanup and recover 
your systems, lost revenue, fines, restitution, etc., that 
is even better.

Securing Executive Buy-In

It is important to discuss enterprise risks with your 
executive counterparts and collectively agree upon, 
categorize, manage, and monitor your enterprise risks. 
Some organizations have established a risk council 
consisting of the CISO, CIO, COO, CTO, general counsel, 
and/or CFO, who collectively manage and monitor 
the corporate risks. The outcome of this activity is to 

CONTINUED 
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have a set of corporately agreed to risks, categorize 
your risks based on their business impacts, and 
assign an accountable executive for each risk. Having 
agreement at this level of your organization on your 
enterprise risks goes a long way toward building the 
support you need for your security program.

Building Holistic Cybersecurity

Once you understand the risk tolerance of the 
organization, and more importantly the cyber risks 
that you (as CISO) are accountable for, you are ready 
to update (or build) a defensible cybersecurity plan 
for the organization. There are lots of things that 
come into play when developing the strategy, but 
the key is to tie proposed investments back to the 
enterprise risks. This helps you with the challenge 
I identified above - determining “how much is good 
enough” and “where do I get the biggest bang for the 
buck.” Here are a couple of things to consider as you 
build your plan:

Leverage a Framework. There are plenty of 
frameworks out there to help you assess and manage 
your risks [the NIST Cyber Security Framework (CSF), 
the Factor Analysis of Information Risk (FAIR), and 
the MITRE ATT&ACK or DoDCAR framework to name 
a few] and I would suggest adopting one of these 
that aligns with your industry and using it to assess 
your current level of cybersecurity maturity. With this 
as a baseline you can then determine what level of 
maturity makes sense to appropriately manage your 
enterprise risk and determine your high-level gaps 
related to people, process, policy, and technology.

Know Your Terrain. At Fidelis we like to say 
know your environment as well as your attacker 
does. Knowing your terrain involves having a 
detailed inventory of your IT resources, including 
configuration and patch levels, the architecture, 
and potential exposure to external influences, such 
as the public internet or 3rd party organizations. 
This knowledge, combined with your gap analysis 
and risk tolerance, allow you to begin to prioritize 
investments in technology that lead to overall risk 
reduction of critical IT assets and resources, as well 
as potential vulnerabilities that could be present in 
your environment.

Establish security metrics to track progress against 
your plan. These metrics will enable you to track 
areas of the program that have reduced risk to the 
enterprise as well as emphasize areas of focus that 
need further, prioritized investment. To be effective, 
the metrics should be automatically generated 
(i.e., a real-time assessment with minimal human 
effort to produce the metrics) and a summary of the 
metrics needs to be bubbled up and regularly shared 
and discussed at the c-level. This will enable you 
to highlight progress that has been made, identify 
where further effort is needed to stay below the 
risk tolerance level of the enterprise, and maintain 
support for your security program.

Have a strong grasp of the current and evolving threat 
landscape. Your security programs and defenses 
need to stay up to date against evolving threats and 
that is where Threat intelligence comes into play. 
Timely and comprehensive threat intelligence that 

covers adversaries, their tactics, techniques and 
procedures, as well as the associated indicators of 
compromise and attack (IOC/As), will provide you 
and your team with information on the latest threats 
and threat trends within your industry vertical. By 
curating such threat intelligence, you will be able to 
plan strategically on investments needed to defend 
against these threats, as well as the capability to 
automate defenses to detect and respond to these 
evolving threats.

The U.S. Government essentially took this approach 
through Executive Order 13800 by requiring all 
Federal agencies to perform an assessment against 
the NIST Cyber Security Framework, document the 
risk mitigation and acceptance choices made by each 
agency, and develop an action plan to implement 
the Framework. If you are a Federal agency CISO, 
you may already have a plan in place for your 
organization, or at least one that you can use as a 
starting point for creating your defensible security 
strategy. 

The challenge now becomes, how to maintain 
focus on your plan and this is where executive level 
visibility and buy-in and associated metrics becomes 
critical. Without continued visibility on the plan, you 
run the risk of your plan becoming shelfware.

Identifying Efficiencies to Offset 
Required Investments

I think we are all in a similar situation where our 
security stacks have grown over the years to address 
new threats with new capabilities being bolted 

CONTINUED 
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END 

on for specific threats. This security stack “bloat” 
has led to analyst overload and inefficiencies in 
our security operations because we’ve left it to the 
human analysts to piece together in their heads what 
is going on across multiple tools. The key to getting 
out of this trap is to improve the integration and 
automation of our tools. 

Many of our customers are going down this path and 
performing internal assessments of their security 
stacks looking for ways to reduce the footprint of 
their stacks and better integrate the capabilities 
they have. Along these lines, Gartner has defined a 
new category of integrated detection and response 
solutions called eXtended Detection and Response 
(XDR) that I believe is worth a look. XDR combines 
integration with automation and advanced analytics 
to enable you to bring sensor data together from 
across your enterprise (endpoints, network, and 
cloud), correlate anomalies occurring throughout 
your enterprise, and produce high confidence 
and actionable alerts that allow you to focus your 
limited cybersecurity resources on the highest 
priority threats. And as a side benefit, if you have 
higher confidence in your alerts, you will feel more 
comfortable enabling automated responses. With 
the combination of high confidence and actionable 
alerts and automated playbooks to streamline 
repetitive activities, you can realize some significant 
efficiencies across your enterprise.

Making the Evidence-Based Case

Bringing it all together, you need to have a clear 
commitment from your leadership team to 
cybersecurity. This commitment translates into 
the necessary investments and program changes 
needed to improve security and maintain a risk 
tolerance level acceptable by the business. The 
strategies we discussed above will provide you with 
the right information to bring to the leadership team 
to showcase the successes of the program (where 
risk has been reduced) and areas where further 
investment is needed. By involving leadership in the 
beginning, the CISO builds buy-in to what level of risk 
is acceptable for the organization and what level of 
investment is needed to appropriately manage the 
organization’s risks. Having a clear view into the 
IT environment; assets, vulnerability management, 
external risks via 3rd parties will showcase an 
understanding to leadership of the areas where cyber 
risks persist internally. Finished threat intelligence 
will allow the CISO to inform leadership where active 
threats have impacted peers across industry and the 
potential for the specific targeting of the organization. 
And finally, regular briefings on security program 
metrics showing successes or areas for continued 
improvement will resonate in validating the 
investments made and the areas where additional 
investment is needed. 

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
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http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
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In response to the ongoing national 
emergency for COVID-19, organizations and 
federal agencies are using a wide variety of 
technology capabilities to ensure operations 
and missions continue advancing, especially 
as most organizations increase their telework 
presence. This unprecedented volume of 
telework brings with it a number of new 
security challenges and considerations. 
Here’s a brief overview of best practices for 
ensuring your telework program is being 
carried out effectively and securely.

Reaffirming Standard Operating 
Procedures (SOPs)

Organizations should begin by ensuring their Standard 
Operating Procedures are capable of supporting 
telework and remote monitoring/management of 
your infrastructure. Some may already have a large 
telework presence, in which case their SOPs may 
already cover work at home and remote management 
of the infrastructure – but now is a good time to 
verify that. Test each SOP by asking “how would we 
do that remotely?” If the SOP doesn’t cover work at 
home and remote management of your infrastructure, 
then considering extending procedures so that it 
has clear and repeatable processes for supporting 
remote operations. This is especially important now as 
security operations teams may not be as available as 

REMOTE WORKFORCE: ENSURING OPERATIONS MOVING FORWARD

they were under a more traditional work environment. 

Federal agencies can find more information by 
referring to OPM’s Telework Guidance or NIST’s 
Security for Enterprise Telework, Remote Access, 
and Bring Your Own Device (BYOD) Solutions 
documentation.

Securing Virtual Private Networks 
(VPNs)

Virtual Private Network connections are the most 
common remote access method used by enterprise 
organizations and federal agencies. However, VPN 
vulnerabilities are constantly being discovered and 
exploited by malicious actors. As the backbone of 
telework, VPN security and policy needs to be carefully 
considered. Here are some of the most important 
steps agencies can take:

• Ensure VPN servers and services are up to date 
and well patched.

• Ensure VPN routing policy is properly configured 
on endpoints (e.g., Split vs. Full tunneling)

• Increase focus on cybersecurity and performance 
monitoring of your VPN servers to enable you 
to quickly detect attacks against your VPN 
infrastructure.

• Monitor VPN utilization and make adjustments as 
necessary (e.g., rate limiting).

CONTINUED 
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• Implement multifactor authentication for VPN 
access and/or require remote users to utilize 
strong passwords.

Federal security teams can find more detailed 
guidance on CISA’s VPN-Related Guidance webpage.

Fortifying Home Networks

Last but not least, your work at home employees 
will likely be getting their Internet access via a home 
network, so it certainly helps to ensure your remote 
workers are securing those networks with best 
practices.

• Change default passwords and update firmware 
on all devices connected to your home network, 
including wireless access points.

• Secure wireless connections, preferably using 
WPA2 or WPA3, as using the other protocols 
could leave your network open to exploitation.  

• Update and maintain antivirus software on 
computers connected to your home network.

• Disable file sharing between devices when not in 
active use, and never allow file sharing on public 
networks.

• Federal agencies can refer to CISA’s webpage 
for Securing Wireless Networks for more 
information on securing home networks.

Protecting Against Phishing

One of the primary avenues of attack for cyber 
adversaries is phishing. Phishing attacks trick end 
users into responding to a phone call, opening an 
email link or visiting a compromised domain in 
order to solicit personal information or introduce 

malware onto the victim’s device or larger enterprise. 
All teleworking employees should be aware of the 
danger of phishing and take steps to actively protect 
themselves against it. Best practices include:

• Treating unsolicited phone calls, or emails with 
skepticism, especially if they are asking about 
employees or other organizational information. 
Verify identities and affiliations whenever 
possible.

• Never providing personal information or 
organizational information, such as its structure 
or networks to unverified or unauthorized 
persons.

• Never disclosing personal or financial 
information in email. Do not respond to or 
click on links within emails that ask for this 
information.

• Always checking a website’s security and URL 
before entering sensitive information. Be sure to 
look for “https” over “http”.

• Installing and maintaining anti-virus, firewalls, 
and email filters to minimize spam, junk and 
phishing.

• Training end users to utilize anti-phishing 
features offered by your organization, email 
client or browser.

• Enforcing multi-factor authentication practices 
and policies.

Federal agencies seeking additional information, 
including what to do if you are the victim of a 
phishing attack, can refer to CISA’s Security Tip page 
for Avoiding Social Engineering and Phishing Attacks.

Mitigating Threats to Remote Workers

Threat actors continue to take advantage of the 
COVID-19 pandemic and continue to evolve and 
adapt their attack techniques to bypass detection. 
Enterprises and agencies need to plan for how they 
will remotely respond to cyber incidents, perform 
digital forensics to determine the extent of the 
infection, and remediate the infected devices or their 
telework employees. 

Endpoint Detection and Response capabilities allow 
security operations personnel to quickly determine 
the extent of the infection, quarantine and clean-up 
infected machines, and bring those machines back 
online – all remotely. Automation features within EDR 
enable your agency’s security operations team to 
remotely and globally change device configurations 
and deploy updated cybersecurity detection and 
response rules to your EDR agents, allowing you to 
deploy synchronized changes across your distributed 
assets in response to an intrusion and/or emerging 
cyber threats. EDR also allows you to better manage 
and track vulnerabilities by generating an inventory 
of software loaded on your endpoints, comparing that 
against CVEs, and reporting the update and patch 
status of each endpoint – helping you to identify and 
mitigate risks that can be exploited through Phishing 
attacks. Finally, EDR can be used to report other 
threat indicators such as reading and writing to USB 
devices and excessive processor and disk utilization 
that could be an indicator of an ongoing attack. This 
reporting enables your security operations team 
to track your exposure to threats in real time and 
coordinate remediation of unpatched devices.

END 
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I think it is safe to say that we are all 
struggling to hire and retain qualified 
cybersecurity analysts and operators to  
keep pace with ever-increasing cyber 
threats and the growing complexity of our 
enterprise environments. As cyber threats 
grow in number and become more stealthy 
and sophisticated, what can we as CISOs and 
security practitioners do to make the most of 
the cyber resources we have?  In this blog,  
I’ll explore some strategies for increasing  
the efficiency and effectiveness of your 
security analysts and operators to allow 
the limited resources that you have to be 
refocused from chasing false positives to  
the things that have the greatest potential  
to impact your enterprise.

Dealing with stealthy and sophisticated threats 
demands specialized knowledge and skillsets. 
Unfortunately, these resources are spread thin 
across many sectors. This has had a pressing 
impact on cyber workforce shortages across many 
enterprises and agencies, with a wide variety of 
key cybersecurity positions remaining unfilled and 
vacant. Additionally, areas that continue to plague an 
already limited team include information overload, 
alert fatigue, and limited resources from both a 
personnel and expertise standpoint.

IMPROVING THE EFFICIENCY AND EFFECTIVENESS OF SOC TEAMS

Risk Determination for SOC Teams

This cyber skills gap means Security Operations 
Center (SOC) teams have to rely on skeleton crews 
to defend the entirety of the enterprise or agency 
cyber terrain. This has a negative ripple effect on the 
enterprise risk posture, as SOC teams do not have 
enough resources to mitigate risk in a cyber relevant 
timeframe. Similar issues pertain on the federal side. 
For example, in the latest iteration of its biennial High 
Risk List, the Government Accountability Office noted, 
“mission-critical skills gaps are a contributing factor 
in making other areas across the government high 
risk. Of the 34 other high-risk areas, skill gaps played 
a significant role in 16 areas.” This is especially true 
for the cybersecurity field, where many agencies are 
still modernizing.

The State of Security Stacks Eliminates 
Efficiency

One of the biggest contributing factors to heightened 
risk postures is the state of enterprise and agency 
security stacks. Over the years, security stacks 
have often been shaped to address specific, past 
cyber incidents. Disparate point solutions have been 
procured to address a specific incident and then 
bolted onto the security stack without sufficient 
consideration for how well those solutions play with 
the existing (sometimes legacy) architecture. This 
approach inevitably leads to inefficiencies and bloat 

CONTINUED 
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within the security stack. Too often, point solutions 
are added without evaluating what capabilities are 
already present in the stack, leading to unnecessary 
duplication. Additionally, many of these solutions 
operate in a vacuum, isolated from other capabilities 
in the stack that could provide needed context or 
visibility.

This security stack “bloat” has led to analyst 
overload. Already understaffed SOC teams are left 
to react to a barrage of alerts (many redundant or 
lacking actionable context), and piece together in 
their heads what is going on across multiple tools. 
This means most of the average SOC team’s time 
is spent manually documenting and evaluating 
the urgency of incident alerts instead of actually 
responding to or preventing incidents. This, in 
combination with the fractured and bloated state 
of the security stack, creates visibility gaps in the 
enterprise or agency’s cyber defence, opening up 
additional avenues of attack for cyber adversaries 
and exponentially increasing risk levels.

Operationalizing Threat Frameworks to 
Maximize Efficiency for SOC Teams

The key to getting out of this trap is to improve the 
integration and automation of tools - performing 
internal assessments of their security stacks, looking 
for ways to reduce the footprint of their stacks and 
better integrate the capabilities they have.

We recommend that our customers begin their 
assessments by mapping their current capabilities 
against the MITRE ATT&CK framework and use 
the framework to highlight where they have 

redundancies and/or gaps in their stack. Once 
you’ve settled on an appropriate mix of tools and an 
appropriate level of coverage across the ATT&CK 
framework, the focus can shift to better integrating 
the remaining tools. Here is where redundancy is to 
your favour as you can trade off multiple redundant 
tools to select tools that better integrate and help to 
alleviate the analyst workload.

Addressing the Cyber Skills Gap

After the risk assessment, agencies should have 
a good idea of what capabilities they are lacking, 
and how they can streamline their security stack 
by reducing bloat and introducing automation. The 
beauty of automating is that if done properly, it 
has the power to elevate tier 1 or junior analysts 
to the level of tier 2 analysts, as it can provide a 
deeper level of insight, so that they can quickly draw 
accurate conclusions and complete investigations 
at a faster pace. In this way, automation acts as a 
workforce multiplier, helping to mitigate some of the 
risk consequences of the cyber workforce shortage.

Being able to effectively implement automation 
ultimately comes down to how well enterprises 
and agencies understand all of the assets on their 
network – both managed and unmanaged – and the 
risk each asset poses to the enterprise. 

On the federal side, legacy security stacks and threat 
detection systems tend to be very noisy, generating 
a flood of alerts and notification that require manual 
validation. They also tend to react poorly to tracking 
different stages of the attack lifecycle, generating 
new alerts as the same artifact or behavior moves to 

the next TTP in the kill chain. Similar issues are seen 
on the enterprise side.

For CISOs that do not have budget to staff a full 
SOC team for continuous monitoring, they can 
partner with a Managed Security Services Provider 
(MSSP) or Managed Detection and Response (MDR) 
provider to deliver the full-time coverage of people 
and technology necessary to ensure the proper risk 
education to the organization and coverage to quickly 
identify and respond to active threats. 

Automating Detection and Response for 
Greater Efficiency

There are key ways alert fatigue can be reduced 
through automation and in turn help security teams 
stay on task and focused.

1. Prioritized Alerts – Alert prioritization should be 
automated to ensure the team focuses on alerts 
associated with the highest level of risk. A robust 
automated detection capability will use analytics 
and machine learning to produce high confidence 
alerts and then prioritize those alerts based on 
risk to the enterprise and past actions taken by 
analysts. At Fidelis, we prioritize alerts based on 
the severity of an alert, the level of coverage for 
the asset, and the importance of the asset.

2. Grouped Alerts – Grouping or collecting relevant 
alerts together into analytical conclusions 
helps analysts to quickly “connect the dots”, 
determine interrelated alerts, and identify what 
assets are being impacted. Intelligent grouping 
allows security teams to focus on those alerts 

CONTINUED 
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and assets that matter so that they can quickly 
respond and contain the attack before significant 
damage is done.

3. Actionable Alerts – In order to provide this 
deep context, the solution should include key 
information such as the full sandbox execution 
report, a link to the entire network path and 
all endpoint activity before and after the 
violating activity – as well as any relevant asset 
information – all in one screen at your fingertips

Having higher confidence in your alerts allows you to 
focus your limited resources on the most critical and 
most actionable alerts. And as a side benefit, if you 
have higher confidence in your alerts, you will feel 
more comfortable enabling automated responses. 
Prevention workflows can be automated in various 
ways to reduce the impact on a busy security 
operations team, and ultimately speed up prevention 
of new and previously unknown threats. This 
ultimately helps security teams to react to threats 
in cyber relevant time, and provides analysts with 

END 

the time, visibility, and context they need to do what 
they’re best at.

A great place to start with gaining efficiency 
includes implementing automated playbooks for 
detection, triage, and response actions. With a more 
consolidated and integrated set of security tools, 
automation for detection and response actions allows 
for alert dashboards to be more quickly attended, 
analysts can gain valuable time to perform more in-
depth threat hunting, and the entirety of the security 
program can see an uplift in positive metrics, such 
as a decrease in false positives, a decrease in time 
from detection to mitigation, and decreased analyst 
burnout and turnover.

Federal teams that would like to learn more about 
how you can use automation and increased visibility 
to alleviate some of the burden on their security 
teams, should check out our on-demand Federal 
Cyber Skills Gap webinar.
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It’s hard dealing with the full spectrum 
of cyber threats. The threat landscape is 
constantly evolving and, to further compound 
the challenge of defending our enterprises, 
we continue to roll out new technologies and 
extend security boundaries into the cloud and 
Work From Home environments to support 
the “new COVID normal” and our digital 
transformation initiatives. The bottom line 
here is that threats continue to evolve, and 
our environments are getting more complex 
and harder to defend.

So, what can be done to better defend our 
enterprises against the full spectrum of cyber 
threats in this constantly shifting environment? I 
intentionally used a pretty open-ended statement 
of “full spectrum cyber threats” to characterize 
threat because in reality we need to be prepared to 
rapidly respond to whatever the attackers throw at 
us. This could include continually evolving Phishing 
and Ransomware threats from cyber criminals, 
sophisticated and stealthy attacks from nation state 
attackers, insider threat, exposure through 3rd party 
partners, supply chain threat, and a whole host of 
other things.

The keys to defending against these threats are:

1. Early detection and validation of anomalous 
activity – This allows us to identify adversary 
Indicators of Compromise (IOCs) and stop the 
adversary before significant damage is done. If 
we take Ransomware as an example, stopping 
a ransomware attack as systems are being 
encrypted is too late in the game. At this point, 
the adversary likely owns your environment 
and has exfiltrated sensitive data from the 
environment. We need to detect and block 
ransomware early on during the initial exploit 
(the Phishing attempt) and as they begin to move 
laterally to other systems.

2. Being really good at cyber hygiene - Fidelis’ 
Threat Research Team is continually tracking 
evolving threats and the attackers “go to” 
techniques continue to be Phishing and social 
engineering attacks, exploitation of unpatched 
vulnerabilities in systems, and exploitation 
of weak logon credentials. The key here is 
understanding what are your most critical and 
most exposed assets and then prioritizing cyber 
hygiene efforts against these assets. So what do I 
mean by being good at cyber hygiene and where 
do I think you will get the biggest bang for the 
buck?

• Knowing the terrain you are defending (what 
are your critical data sets, business critical 
workflows, and avenues of attack and the 
high risk assets associated with those)

DEALING WITH THE FULL SPECTRUM OF CYBER THREATS

CONTINUED 
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• Diligent patching (particularly for those high 
risk assets and for systems that support 
work at home users)

• Good account and password management 
(ensuring employees are using complex, 
hard to guess passwords backed with two 
factor authentication where possible)

• Robust endpoint protection – particularly 
for work at home users as many of these 
systems are exposed to the Internet through 
insecure home networks. For endpoint 
protection I recommend a combination 
of automated vulnerability management 
software (such as Desktop Central) to keep 
endpoints up to date with the latest software 
and patches, anti-virus software to catch 
signature based threats, and Endpoint 
Detection and Response (EDR) capabilities 
to catch the more stealthy attacks. EDR adds 
additional benefits for remote employees 
by enabling your security operations team 
to quarantine a device that misbehaving, 
remotely diagnose the device to determine 
if and how it was compromised, return the 
device to a secure state, and apply global 
policy updates to all your remote devices to 
ensure other devices are not compromised 
in a similar way.

• Finally, you need to continually reinforce 
security best practices with your employees 
to include best practices for detecting and 
reporting Phishing and Social Engineering 
attacks.

This blog post will lean a little more into my federal 
background and experience (spoiler alert – I’m a huge 
fan of automation, Big Data analytics, and Machine 
Learning) but the key takeaway that I want to leave 
you with for both the private and public sector is – 
traditional reactive based defenses are insufficient to 
protect us against the full spectrum of cyber threats 
and need to be augmented with proactive security 
capabilities. Moving to a proactive security posture 
requires:

• Integrated cyber capabilities to give your security 
operations personnel holistic visibility of the 
cyber terrain they are defending and the ability 
to detect, correlate, and investigate anomalous 
activity occurring throughout your enterprise;

• The context provided through an attack 
framework and threat intelligence to allow your 
security analysts to understand how anomalous 
events fit into a broader attack kill chain;

• High confidence, integrated, prioritized, and 
actionable alerts – events independently firing 
from silo’d security tools just don’t cut it here; 
and

• Automation, analytics, and machine learning to 
increase the efficiency and effectiveness of your 
limited security operations personnel to help 
them find the “needle in the haystack”.

It is through these proactive security capabilities 
that you can move your organization beyond a 
preventative and reactive defense posture and truly 
address the full spectrum of cyber threats targeting 
your organization. As an added bonus, moving into a 

more proactive cyber posture can help address other 
challenges we face including alert fatigue, analyst 
overload, and the impacts of limited cyber personnel.

Moving into proactive defense does require an 
investment in skilled security analysts to perform 
the necessary investigation and cyber hunt activities; 
however, this investment will pay dividends in 
reducing your enterprise risk and helping you to 
keep your mission operations moving forward. If you 
don’t have the skilled analysts needed to move you 
to proactive defenses or aren’t in a position to make 
the investment needed to build that expertise – not to 
worry, as there are lots of great Managed Detection 
and Response (MDR) and Incident / Response (I/R) 
service providers out there and we can help pair you 
up with a skilled provider that is trained in proactive 
defense.

Let’s dive a bit deeper into proactive security 
capabilities…

Leverage an Attack Framework

I mentioned use of an attack framework above and 
I see this providing two benefits to an organization-  
helping to identify gaps, redundancies, and 
inefficiencies in your enterprise security architecture 
and helping your analysts better understand 
and anticipate attacker tactics, techniques and 
procedures (TTPs). If you are not familiar with 
attack frameworks, I would recommend taking a 
look at this infographic demonstrating how Fidelis 
Deception® maps and correlates with the MITRE 
ATT&CK Framework®.
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Securing the enterprise has traditionally focused 
on the acquisition of multiple security tools to meet 
the differing needs of enterprise and in response 
to new and evolving threats. This approach leads to 
a complex security stack that is managed in silos 
without any integration, automation, or correlation 
amongst the tools and data within the security stack. 
Use of a cooperative cyber security framework such 
as the Mitre ATT&CK Framework to drive security 
stack consolidation ensures that complementary 
tools are selected that can cover the full range of 
TTPs employed by adversaries. The framework can 
be used to essentially measure the effectiveness 
of your existing security stack and help you identify 
gaps and redundancies in your stack.

Mapping anomalous activity against an attack 
framework is also a good way to piece together 
seemingly unrelated events and demonstrate that 
they are part of a broader attack. The ATT&CK 
framework identifies the techniques used by 
adversaries and the sequencing of those techniques 
into broader attack campaigns. A single activity 
is strange and can be explained away - a string 
of anomalous activity in a particular sequence is 
a signature and can provide valuable clues as to 
what’s coming next when evaluated against an attack 
framework. This provides the critical attack context 
needed by security analysts to uncover attacks not 
picked up by reactive defensive capabilities.

Increase Alert Accuracy and 
Actionability

Once you have analyzed your environment against 
an attack framework, the next step in moving 
to proactive defense is increasing the accuracy, 
integration, prioritization, and actionability of 
alerts. Traditional threat detection based on attack 
signatures and flagging anomalous events contained 
in logs (i.e. firewall logs, application and proxy logs, 
process event logs, and AD logs) lack the visibility 
and contextual understanding of the processes, 
behaviors, network actions, and content needed to 
detect sophisticated attacks and to weed out false 
positives. 

When an alert fires, the primary things that security 
teams want to know are:

• Is this a real incident?

• What data and systems have been potentially 
exposed or compromised?

• How should I respond?

• Was I successful in mitigating the attack?

Answering these questions effectively, and (most 
importantly) in cyber relevant time, requires the 
ability to correlate anomalous events and activity 
across multiple points in your enterprise using 
analytics, automation, and Machine Learning. As 
you look across multiple data sets, patterns begin 
to emerge which help to fuel new threat hunting 

CONTINUED 

hypotheses and uncover hidden threats – both 
internal and external. Automation and analytics 
also allow alerts to be enriched with additional 
information to provide value added context for the 
analyst; automate the mundane task of collecting 
the necessary data to fully analyze the alert; help the 
analyst prioritize alerts; and enable the analyst to 
easily dive into the communications surrounding the 
alert, pivot to other potentially affected assets, and 
quickly validate whether the alert is something to be 
concerned about. I found this Big Data approach to 
correlating and analyzing alerts to be very powerful 
in my previous job as CISO of the NSA and I’m excited 
to be working with Fidelis to move this forward in the 
commercial sector. 

Deception technology can also play an important 
role in increasing the accuracy of alerts. There is 
no legitimate reason for your enterprise users and 
systems to interact with the deception environment 
and therefore, activity detected by deception decoys 
provides a high confidence indication of an ongoing 
attack. Taking this a bit further, deception decoys 
are used to not only identify that an adversary has 
breached your defenses, but enables you to capture 
their tools, track their actions (reconnaissance, initial 
infiltration, lateral movement, …), understand their 
attack objectives, and block further exploitation. As 
a side benefit of having higher confidence in your 
alerts, you will feel more comfortable implementing 
automated responses. Given the speed of attacks, 
automated responses can block attackers before they 
have had the opportunity to do significant damage to 
your enterprise.
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So how do you get there? The key is to break down 
the silos present within your security stack, pull 
together metadata and telemetry collected across 
agents and sensors deployed throughout your 
enterprise (Internet gateways, internal network 
communications, endpoints, e-mail servers, web 
servers, deception decoys, and cloud workflows), 
and analyze and cross correlate anomalous events 
to flag anomalous activity for investigation by your 
analysts. The correlation of activity across multiple 
points in your enterprise enables you to increase 
the confidence of your alerts and the enrichment of 
alerts with value added information enables you to 
produce more actionable alerts. The Fidelis ElevateTM 
eXtended Detection and Response (XDR) platform 
takes exactly this approach by collecting rich 
metadata from across the enterprise and correlating 
anomalous activity through detection rules and 
analytics to enable your security operations team 
to identify potential threats early in the attack kill 
chain and remediate those threats before significant 
damage can be done.

Enhance the Efficiency of Security 
Analysts with Automation

Investigation of security alerts has traditionally been 
performed manually by analysts using data sourced 
across multiple security tools, leading to extremely 
labor-intensive and time-consuming analysis of 
anomalous events – many of which turn out to be 

END 

false positives. The manual processes for analyzing 
and fusing data across multiple security tools also 
leads to significant delays in identifying, verifying, and 
responding to security incidents. Security teams need 
to shift focus from manual alert triage to reducing 
dwell time; stopping attacks before sensitive data is 
stolen or mission operations are disrupted. 

Introducing automation helps ease the analyst 
workload, and frees up their time from manually 
analyzing, validating, and responding to alerts (a 
reactive security posture) to active hunting (proactive 
defense). This allows security analysts to detect 
adversary TTPs much earlier in the attack kill chain 
by automating the verification of alerts to produce a 
prioritized list of high confidence alerts – what Fidelis 
calls “attack conclusions”. 

Threat intelligence comes into play here as it gives 
your security analysts insights into the changing 
TTPs used by attackers, provides analysts with a 
head start in where to hunt for adversary TTPs, 
and generates updated detection rules to ensure 
defenses can detect new and evolving threats with 
high confidence. These updated detection rules 
coupled with retrospective analysis capabilities, 
which automatically “replay” stored communications 
metadata against updated detection rules, enable 
your organization to determine if systems have been 
compromised in the past by a newly discovered 
threat. This capability provides a powerful tool that 
allows security teams to look back at what has 

transpired on their systems, identify how cyber 
security defenses were penetrated, identify the 
specific data and systems that were breached, and 
identify what needs to be done to recover from the 
attack.

Making the Shift from Reactive to 
Proactive Defenses

If you are considering making this shift within your 
organization and would like a demonstration of our 
Fidelis ElevateTM eXtended Detection and Response 
(XDR) capabilities, don’t hesitate to reach out to our 
sales team to schedule a demonstration.
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Since the early days of cybersecurity, 
effective security has relied upon 
preventative measures aimed at keeping 
threats out of your networks by building 
a well-defined and defendable network 
boundary between you and the Internet – 
essentially a castle and moat philosophy.

However, networks aren’t what they once were. They 
are now infinitely more complex and must account 
for modern trends like Bring Your Own Device (BYOD), 
Work @ Home, and Digital Transformation that blur 
the lines between internal “trusted” entities and 
external “untrusted” entities and do not align well 
with the traditional assumptions of a strictly defined 
network perimeter. And while perimeter defenses 
like firewalls, Web proxies, and De-Militarized Zones 
(DMZs) are still necessary and useful for blocking 
external threats, they are less useful when it comes 
to defending against threats that may already 
have access to inside the network, or defending 
applications and devices operating outside of the 
perimeter.

What is Zero Trust?

Zero trust is an architectural concept that operates 
under the premise that everyone and everything are 
untrusted until proven otherwise. Further, zero trust 
shifts the security paradigm from perimeter-based 

security to an end-to-end security model, where 
access decisions are made on a connection-by-
connection (or hop-by-hop) basis based on multiple 
factors. Operating in this way, zero trust takes a 
“better safe than sorry” approach that enables 
organizations to make risk aware access control 
decisions using risk factors such as:

• Who or what is requesting access and the level 
of confidence in the subject’s identity for this 
unique request?

• Is access to the resource (application, data, 
service, etc.) allowable given the user’s access 
permissions and the “value” or “sensitivity” of the 
resource being accessed?

• Does the device being used for the request have 
the proper security posture to adequately protect 
any data shared through the exchange?

• Are there other factors that should be considered 
and that change the confidence level (e.g., time, 
location of user, risk associated with the user’s 
network, user’s security posture)?

Any attempt that does not meet specific criteria is 
assumed to be unauthorized, and access is blocked 
to whatever resource they are trying to access. In 
this way, zero trust is defined by the access policies 
for individual connections and resources rather than 
network segments.

IS A ZERO TRUST ARCHITECTURE RIGHT FOR YOU?

CONTINUED 
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It’s important to pause here and reiterate that zero 
trust is not a replacement for perimeter security. It 
is instead a strategy to shift perimeter security from 
a single demarcation point between the “inside” and 
“outside” of your enterprise to a perimeter associated 
within each connection – and ideally to a point within 
that connection that is close to the resource being 
defended. This ensures that all connections to your 
resources (whether within your data center, in “the 
cloud”, on one of your managed endpoints, or from an 
unknown “external” entity) can detect and respond to 
threats occurring within these individual connections 
– and this brings up another important distinction 
and value added feature of zero trust architectures.
If one of your resources does get compromised, zero 
trust “micro-segmentation” makes is harder for an 
attacker to leverage trust relationships between 
devices and move laterally to other systems. If they 
steal credentials on the compromised resource and 
use those credentials to try and access another 
resource, they will be limited in what they are able 
to do by the access policy associated with the stolen 
credentials for any resources they try and access. 
Sure they can still use the compromised resource 
as a foothold to mount an attack against another 
one of your resources (say through an unpatched 
vulnerability or even a zero-day exploit), but we’ve 
certainly raised their work factor.

Based on this discussion, I view the key capabilities 
associated with a zero trust architecture as:

• Risk aware Identity and Access Management 
(IAM)

• Automated categorization of data and resources 
based on the “value” and “sensitivity” of the 
individual resources

• Dynamic threat monitoring that can continually 
assess the risk associated with each connection 
and respond to threats on a transactional, 
connection-by-connection basis

Now that we’ve discussed the theory of zero trust 
architectures (and assuming you are still with me), 
let’s talk about some of the practical realities of 
implementing zero trust. First of all, it is a new 
security paradigm and you need to embrace it 
as such and appropriately set your expectations 
for what it will take to move in this direction – 
investment, commitment, and time.

The good news is that you don’t need to implement 
zero trust across the entirety of your enterprise 
in order to make a difference. Many organizations 
start by deploying zero trust in alignment with their 
Digital Transformation initiatives and cut zero trust 
capabilities in as they shift workloads into the cloud. 
Others start with their most critical and sensitive 
systems in order to increase protection for the 
systems that underpin your mission critical business 
operations. Another place to start is with third party 
software services you are using as many of these 
have already incorporated policy based access 
control and data protection capabilities that can start 
you down the path towards zero trust. So the bottom 
line here is start small, start with some pilots, and 
iterate toward broader enterprise deployment.

Risk Aware Identity and Access 
Management

As mentioned above, zero trust attempts to limit 
access to only authorized and approved entities 
based on who or what is requesting access, 
the context around their access, the “value” or 
“sensitivity” of the resource being accessed, and the 
ability of end systems to adequately protect any data 
shared through the transaction.

In order to operate securely while still ensuring the 
access and functionality that is needed for day to day 
operations, zero trust architectures must have some 
ability to understand the risk associated with various 
connections and data transfers and then regulate 
access accordingly. For risk aware access to function, 
you need to understand (categorize) the “value” and 
“sensitivity” of your resources and this can be quite 
challenging. Key to this is determining what level of 
categorization and access control makes sense for 
your environment – for instance can I get by with 
grouping high risk systems together and controlling 
access at this level or do I need much finer grained 
categorization and access controls at the service, 
application, or individual data object level.

This all requires that you put some thought into 
data governance to ensure you fully understand 
the categories or data present in your enterprise 
and ensure that security controls and compliance 
requirements are met for each category of data 
throughout its lifecycle (we could spend an entire 
blog on data governance so will only touch on it 
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briefly here). Depending on the size of your enterprise 
this may require some automated solutions to allow 
you to actively govern, categorize, manage, and verify 
compliance of your data resources.

Bringing this all together, we will use the simple 
example of an employee accessing your corporate 
network. In this case you have a pretty good idea 
who is accessing your infrastructure and what 
they require access to in order to perform their job 
(the realm of traditional IAM). Under zero trust, you 
will include additional risk factors into the access 
decision such as how they are accessing the network 
(e.g., a work at home user via a corporately managed 
laptop, from their personally owned smartphone on 
a public wifi network, etc.), what they are requesting 
access to (e.g., publicly accessible information, 
confidential internal documents, compliance 
regulated information), and whether their request 
is normal behavior for the user (e.g., sensitive data 
accessed at 2AM from a foreign network address 
sounds a bit “phishy”). Depending on these risk 
factors, you may decide that they should only have 
access to a limited set of data and services and 
require that they use two factor authentication each 
time they connect.

For corporately managed devices, you have the 
added ability to interrogate the device to ensure, for 
example, that the end system is properly configured 
per your enterprise standard, security software is 
enabled and running, and the device and applications 
are up to date on their security patches. In other 
words, can I trust this device to properly protect the 
data shared with the device.

All of this ultimately gets encoded in access policies 
associated with resources that can answer the 
basic “who, what, when, where, and why” kinds of 
questions associated risk aware access.

Dynamic Threat Monitoring

Security decisions that rely on logs, events and 
alerts have their limitations. For zero trust to 
work effectively, detection and response must be 
transactional in nature, application aware, and able to 
dynamically affect the access decision. This requires 
a constant cycle of scanning and assessing threats, 
adapting, and continually re-evaluating trust in 
ongoing communication.

Key here is visibility – meaning that your monitoring 
capabilities are in the right place at the right time 
to monitor zero trust transactions and detect any 
threats lurking in the communications. To do this, 
sensors must be in the path of all avenues in and out 
of your enterprise (including the cloud) and be able to 
decode the entire communication stack up to the data 
layer to detect advanced threats lurking within zero 
trust connections – and for this, Fidelis offers some 
really innovative solutions in this space.

Our Fidelis ElevateTM eXtended Detection and 
Response (XDR) provides extended detection and 
response that integrates network, endpoint, and 
deception defenses to give you holistic visibility  
and control of your environment. Now you know 
what to protect and the most probable paths of data 
exfiltration, command and control, surveillance and 
more. With powerful machine-learning analytics 

running against rich network and endpoint metadata, 
you can detect, hunt, and respond to advanced 
threats – in real-time and retrospectively – at every 
step of an attack, keeping your business operations 
and data safe.

If you would like a demonstration of all our 
capabilities, don’t hesitate to reach out to our sales 
team to schedule a demonstration.

END 
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Evolving Cybersecurity 
Strategies to Stay Ahead of 
Threat Actors
Today I wanted to touch on the benefits of 
a proactive, predictive, and retrospective 
cybersecurity defense strategy (aka threat 
hunting) to augment the more traditional 
protective and reactive defenses in place 
within most organizations. And I do mean 
augment, as protective and reactive 
capabilities are a critical first line of  
defense for your enterprise.

This topic tracks closely with my earlier blog on 
Dealing with the Full Spectrum of Cyber Threats,  
as a proactive, predictive, and retrospective  
defensive strategy is squarely aimed at defending 
against the sophisticated and constantly evolving 
threats discussed in the blog.

The end goal for a proactive, predictive, and 
retrospective defense strategy is to enable your 
security operations team to detect and respond to 
cyber threats before significant damage is done. And 
here lies what I view as the key difference between 
protective/reactive defenses and a proactive defense, 
detecting sophisticated threats with confidence much 
earlier in the kill chain.

Preventative and reactionary defenses are based 
on the premise that your perimeter defenses will 
successfully detect and alert your security operations 
team of all threats probing your defenses, minimizing 
impact to your enterprise. The challenge with this 
strategy is that sophisticated attackers have gotten 
really good at disguising their attacks to confuse and 
circumvent preventative detections – enabling them 
to fly low under the radar and bypass your defenses.

This strategy is further impacted by something 
I’ve also touched on in earlier blogs – alert fatigue 
caused by the overwhelming number of alerts that in 
many cases turn out to be false positives. Once the 
perimeter is breached, many organizations lack the 
internal monitoring and visibility needed to detect an 
attacker’s lateral movements within the enterprise 
enabling attackers to operate undetected for long 
periods of time and cause significant and costly 
damage.

Additionally, many data breaches originate from 
insider threats – through accidental or intentional 
malicious actions – and preventative defenses are 
not particularly useful in detecting insider threats.

A proactive, predictive, and retrospective defense 
strategy on the other hand is centered around the 
assumption that the attackers will be successful 
in breaching perimeter defenses and the added 
proactive capabilities provide your security team 

SHIFTING FROM REACTIVE TO PROACTIVE DEFENSES
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with the threat hunting tools, knowledge, and insights 
(visibility) necessary to detect the breach early in 
the attack kill chain, determine how the attackers 
breached your defenses and what systems have 
been compromised, take corrective action to eject 
the attackers from your enterprise, and prevent 
them from returning (at least using the same attack 
vector).

With that as a backdrop, let’s explore a little deeper 
why I believe a shift from a preventative to a 
proactive defense is the rational security strategy 
and how it can detect and block threats early in the 
kill chain before significant damage is done.

Proactive, Predictive, and 
Retrospective – what do these mean?

Proactive defense involves active threat hunting 
within your enterprise for activities that are indicative 
of an ongoing attack and then taking corrective action 
to mitigate any detected attacks. In this context, 
active threat hunting can involve human security 
analysts and/or automated detection and response 
capabilities that are tipped and tuned through 
predictive defense analytics, Machine Learning (ML), 
and Artificial Intelligence (AI) algorithms.

A key aspect of proactive defense is hunting “within” 
your enterprise; meaning you have the viability 
within your enterprise to detect, investigate, analyze, 
mitigate, and track anomalous activity that has 
breached your perimeter defenses. An important 
aspect of this is the ability to understand and then 
manage the perception of your network’s attack 
surface from the perspective of an attacker – that is, 

CONTINUED 

enable your security operations team to view your 
enterprise through the lens of an attacker.

Proactive and predictive defense requires security 
analysts that are 1) knowledgeable in the attack 
techniques used by cyber criminals and nation-
state threat actors and 2) backed by sophisticated 
analytics, tools, and automation to enable your 
security team to perform deep inspection and 
analysis of anomalous activities detected within your 
networks.

Many of our customers have in-house security 
analysts with the advanced threat hunting skills 
necessary to mount a proactive defense; however, 
we also have plenty of customers that choose to gain 
this expertise through one of our Managed Detection 
and Response (MDR) or Incident Response (I/R) 
service partners.

Predictive defensive capabilities identify interesting 
events and activities that warrant further 
investigation and provide threat hunters with the 
knowledge and insights into an attacker’s behavior 
necessary for them to detect and investigate 
anomalous activities early in the attack kill chain, 
anticipate the attacker’s next moves, track their 
movements, and ultimately block their advance.

Predictive defense capabilities help to focus and 
direct where the threat hunters should be looking 
to enable them to find the proverbial needle in the 
haystack. For example, predictive analytics are 
continually churning through network and sensor 
metadata to correlate and sequence seemingly 
random pieces of information into interesting 

anomalies that require a threat hunter’s attention – 
perhaps a low bandwidth connection to an unusual 
network address that could be indicative of a 
beaconing host.

Threat intelligence also comes into play here by 
keeping the threat hunters and automated attack 
detection rule sets up to date on the evolving TTPs 
used by the attackers. Finally, attack frameworks 
like Mitre ATT&CK enable your security analysts (and 
predictive analytics) to understand the attackers 
TTPs (think like an attacker), string together those 
seemingly random events, and put those events in 
the context of a broader attack campaign.

As I’ve said in past blogs, a single activity is strange 
and can be explained away. A string of anomalous 
activity in a particular sequence is a signature that 
can be used for early detection of advanced threats – 
and this in a nutshell is what proactive and predictive 
defense is all about.

Retrospective analysis provides security teams 
with the ability to apply threat intelligence against 
historical (archived) metadata collected by defensive 
sensors to determine if the environment has already 
been compromised by a newly identified threat. 
Ideally, this analysis is automated and continuously 
running against stored metadata to quickly flag a 
past compromise as new threat intelligence becomes 
available. Security analysts can then apply proactive 
defense techniques to investigate the details of a past 
security incident, understand what data and systems 
have been compromised, and ultimately eradicate the 
attacker from your environment.
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Shifting Your Security Strategy from a 
Reactive to a Proactive Posture

A proactive, predictive, and retrospective 
cybersecurity approach allows you to identify, 
prioritize, and mitigate urgent threats to your 
enterprise – generally with greater confidence and 
earlier in the kill chain. However, despite the clear 
benefits of active threat hunting, many enterprises 
remain at a standstill. So how do I get started down 
the path to proactive, predictive, and retrospective 
defense?

In a recent podcast, our Chief Customer Success 
Officer, Craig Harber, discusses The Role of Response 
in Network Detection and Response, and how 
machine learning coupled with threat intelligence 
plays a valuable role in the discovery of threat 
actors. Artificial Intelligence and Machine Learning 
capabilities, along with threat intelligence, are the key 
to being able to respond predictively and proactively, 
rather than reactively, to advanced threats.

Network Detection and Response (NDR) solutions 
use machine learning to predict how to adjust its 
internal detection logic and its response actions 
by correlating the execution sequence of an attack. 
Using the techniques detailed in the MITRE ATT&CK 
framework, you can drive detections and responses 
to threats, and stay one step ahead of attackers.

Getting beyond a reaction-based security paradigm 
requires enterprises to rethink both their networking 
and security strategies. Enterprises need to begin 
to anticipate attacks by implementing zero-trust 
strategies, leveraging real-time threat intelligence, 
and tying information back into a unified system 

that can preempt cyber criminals and sophisticated 
Nation-state attackers – before significant damage is 
done.

All of this can be managed through the Fidelis 
Elevate eXtended Detection and Response (XDR) 
platform which combines Network Detection and 
Response (NDR), Endpoint Detection and Response 
(EDR), and Dynamic Deception into one unified 
solution – providing integrated, automated, correlated 
detections to advanced threats.

Our platform also combines protective, reactive, 
proactive, predictive, and retrospective capabilities 
to deliver Full Spectrum Cyber Defense across 
the entire MITRE ATT&CK framework and enables 

END 

security teams to focus on their mission – identifying 
the most urgent threats and protecting sensitive data 
rather than spending time validating and triaging 
thousands of alerts from multiple point solutions.

Additionally, the Fidelis Elevate XDR platform 
provides the core cybersecurity features for 
Enterprise Wide Defense – Remote Offices, Corporate 
Infrastructures, and Cloud Workloads – AND 
provides the critical features and capabilities to 
enable Incident Response (I/R), Managed Detection 
and Response (MDR), and Cyber Threat Hunt 
professionals.

If you would like a demonstration of all our 
capabilities, don’t hesitate to reach out to our sales 
team to schedule a demonstration.
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