
Top 3 takeaways: 
 

A single source of truth lowers 
data breach risk and is enabled 
by DMS platform features such 
as NetDocuments’ two-way file 
synchronisation. 

To manage security risk, understand 
how users journey through a DMS 
so that you can set a policy around 
those known risks.  

Firms need to trust that vendors 
are monitoring security breaches. 
NetDocuments offer flexible ‘add 
on’ security for things such as data 
loss prevention.

Our latest Legal IT hangout brought leading 
law firms together for an informative 
discussion on how they optimise document 
management and deal with the tricky 
security aspects.  

Luckily, our sponsor, NetDocuments, was on 
hand. Their cloud-based document and email 
management platform is built specifically around 
law firms’ document and security needs – creating 
a solid foundation for their stated mission of 
enabling legal professionals to work inspired 
through greater collaboration, ease, and 
productivity. 
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Our panellists first shared how adopting a centralised document 
management system - a single source of truth accessible anytime, 
anywhere - transformed their firm(s). 

Back in 2016, when Thorntons was 
devising a digital transformation 
roadmap with their five year strategy, 
the first thing they asked themselves 
was, “what are we trying to achieve?” 
They knew that their digital 
transformation journey needed to 
align with their overall purpose of 
“help[ing] clients, colleagues and 
communities succeed.” That’s why a 
centralised document management 
system was a critical foundation for 
this digital transformation. As 
Thornton’s Chief Operating Officer, 
Helen Archibald stated, “[a DMS] was 
essential to enable sharing of 
information and data across multiple 
sites, to allow people to move and 
work around locations, risk 
management, data security - loads of 
efficiency and quality benefits.” 

Nick Doughty, IT Director at Magrath 
Sheldrick, then shared that his firm 
introduced NetDocuments during the 
pandemic, as their previous document 
management had been built into their 
practice management suite and was 
simply acting as a document index. 
“One of our biggest challenges was 
having a single source, rather than 
numerous copies of the same 
document, stored on the networks,” 
he said. The change in policies was 
two-fold. As Doughty explained, “If 
someone were to invoke their right to 
be forgotten, we have to be confident 
that we have removed all of their 
data.” Additionally, ensuring only a 
single copy of a document exists 
reduces one of Magrath Sheldrick’s 
biggest data breach risks: sending 
incorrect documents to the right 
person, or vice versa. “The ability to 
send the link instead of the core 
document provides a chance to 
revoke access if it is sent to the wrong 
person. And the password protection 
affords a lot of security.” 

NetDocuments offers multiple 
avenues for building a ‘single source 
of truth.’ ndMail uses AI technology to 
support single-click email filing and 
Outlook folder mapping—making it 
easy to keep matters up-to-date—
while ndSync enables two-way file 
synchronisation to user’s desktops 
thereby reducing the need to store 
files on local computers. 

        

PROFESSIONALS  
WHO ATTENDED 
THE SESSION

DOCUMENT MANAGEMENT

Poll results:

1  How cloud-based are
  the systems

(e.g. PMS, DMS, CMS) 
in your firm today?

38% 
50/50  
on-premise/
cloud

38% 
Fully or mainly 
on-premise 

23%  Fully or mainly 
in the cloud

2  In three years’ time
(in 2024), how cloud-
based do you think 
the systems  
(e.g. PMS, DMS, CMS) 
will be in your firm?

77% 
Fully or mainly 
in the cloud

21%  50/50 on-premise/
cloud

3%  Fully or mainly on-
premise
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PROFESSIONALS  
WHO ATTENDED 
THE SESSION

Poll results:
        

3  How has moving
people to remote 
working because of 
Covid affected your 
firm’s security risk 
position (internal and 
external factors)?

46% 
About the 
same

43%  More risk
8%  Much more risk
3%  Less risk

4  What % of people in
your firm will from 
21st June 2021 work 
from home 2 or more 
days a week?

41% 
55-74%
Working from
home

38%  75-100% WFH
19%  30-54% WFH
3%  0-29%WFH

Dinesh Raja, Managing Partner at 
Bowling & Co., said that his law firm’s 
digital journey started in 2014 after 
overcoming their “misapprehension” of 
not needing a case management 
system. “We were not factory 
conveyancing. All our property aspects 
were personal contacts and needed 
service in a different way,” he explained. 
Still, the firm was running four or five 
databases and in 2014, they put 
everything into one practice and case 
management system. They also took 
their servers off premise – which 
allowed for working from anywhere, 
and business continuity. 

A couple of years ago, boutique 
planning firm Town Legal decided that 
they needed to set out their IT strategy. 
“We had gone beyond start-up mode, 
established the business model and all 
those processes. We were starting to 
sprawl,” remembered Seema Jones, 
the firm’s Finance Director. They started 
by asking why they were doing this. 
“The key principles were thinking about 
security; data confidentiality is 
paramount. And we wanted something 
resilient. So, we were willing to invest in 
the IT digital space, knowing that 
accessibility in the cloud was going 
to be the way forward,” she said.  

And business continuity required 
accessibility; fee earners had to be able 
to use the document management 
system on the go via their mobiles. It 
also had to be client-facing: 
“Maximising fee-earner time is critical. 
It was important to be able to 
collaborate in a secure and user friendly 
way.” Of course, profitability was a key 
consideration. “We needed to improve 
our processes and make them efficient, 
and standardise how we retrieved and 
stored documents,” she said.

In terms of a ‘single point of truth’, Mike 
Creffield, EMEA Business Manager at 
NetDocuments, saw centralised 
document organisation have a direct 
impact on self-service processes. “A 
single source of truth enables users – 
whether fee earners, admin staff, or 
finance – to do more themselves. 
They’re more informed,” he said, noting 
that a by-product of that was clients 
themselves doing more self-service 
tasks. And, when it comes to 
NetDocuments, ease of use plays a big 
part in enabling self-service; the 
platform makes it incredibly easy to 
locate documents, collaborate and 
securely share work with clients.

DOCUMENT MANAGEMENT
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Managing Security Risk 

If you want staff to have secure access to business-critical and confidential 
information, managing security risk is an absolute must – particularly 
since security threats have increased since lockdown. Our panellists 
provided a range of practical tips on effective implementation, how to 
solve data fragmentation challenges, overcome legacy barriers and 
integrate with other systems.

One of the biggest challenges that Nick 
saw centred around fee earners being 
more productive and  working longer 
hours at home than in the office. “You 
have to introduce systems that do the 
monitoring for you,” he said. “We had to 
introduce more dynamic systems where 
the endpoints talk to the firewall. So, if 
the system flags errors or warnings that 
it’s doing something outside of the 
norm, it will cut the connection. Then IT 
re-establish connection once 
investigation is done.” 

The security aspects of remote working 
were also a concern for attendees. 
When polled on how a move to remote 
work affected their firm’s security risk 
position, 43% said there was ‘more risk’.

NetDocuments offers the flexibility and 
customisation needed by law firms as 
they adapt to a remote workforce. For 
example, with their Workspace Security 
Manager technology, it makes it possible 
to create security policies that enable 
access controls, ethical walls, and need-
to-know security for specific 
workspaces. And with remote working, 
people will naturally use the tools at 
hand to collaborate.  NetDocuments’ 
‘ChatLink for Microsoft Teams’ 
seamlessly and securely connects 
NetDocuments to Microsoft’s 
collaboration tools.

Seema pointed to how impressed her 
firm has been with NetDocuments’ 
security. “The level of encryption that 
goes on behind the scenes gave us a lot 
of confidence,” she said. However, they 
also recognise the vulnerability with the 
human element: “We’ve tried to increase 
awareness. We have mandatory training 
programs. It’s keeping a constant level 
of monitoring and trusting that your 
vendors are monitoring and tracking 
any incidents and breaches.” Their 
implementation challenges - a tight 
timeline, the involvement of multiple 
parties – were met through regular 
communication and flagging issues 
early on. “It prevented costs from 
escalating and meant that we were able 
to keep within our timeline. It took a lot 
of proactive management to make sure 
that it stayed on track,” she said. And the 
state-of-the-art security that Seema 
mentioned is result of the multi-faceted 
approach taken by NetDocuments. In 
addition to the platform’s built-in 
security capabilities, users have the 
option of more advanced security 
offerings. Data Loss Prevention (DLP), 
for example, keeps sensitive 
NetDocuments data and documents 
safe from unauthorised use. And if firms 
are particularly concerned about 
compliance obligations, there’s 
Customer Managed Encryption Keys 
(CMEK), which offer advanced 
encryption capabilities to protect 
sensitive information.

Understanding exactly how users make 
their way through the document 
management system is a big part of 
managing security risk. “Understand 
how colleagues will use it in real life so 
that policy can be set around those 
known risks. The technical side is 
broadly controllable. It’s about getting 
people to form new habits willingly,” 
said Helen. And Thorntons’ DMS 
implementation had all the zeal of a 
marketing campaign – complete with 
logo and communications plan. “We got 
influencers on board, had a project 
management implementation plan, 
branded the campaign. A key to success 
was getting the leadership team properly 
understanding and getting behind it,” 
she said. 

 

            IT PREVENTED COSTS FROM 
ESCALATING AND MEANT THAT 
WE WERE ABLE TO KEEP WITHIN 
OUR TIMELINE. IT TOOK A LOT OF 
PROACTIVE MANAGEMENT TO MAKE 
SURE THAT IT STAYED ON TRACK.
SEEMA JONES,  
FINANCE DIRECTOR, 
TOWN LEGAL LLP

DOCUMENT MANAGEMENT
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Connecting People, Process and Tech

Aligning the business around implementation can pose a challenge. Our 
panellists had numerous thoughts on how to embed transformation and 
develop effective change management for successful implementation.

Seema emphasised the importance of 
including everyone on the journey. “We 
shared what we were trying to achieve 
and involved people at regular stages 
to input ideas on the design, and test. 
They were given regular updates. We 
also ensured sufficient training so they 
were clear on what the new processes 
were going to look like and how they 
would adopt them,” she said.

Mike advised tailoring the message for 
different users – fee earners, IT, the rest 
of the organisation, clients. “They all 
want something slightly different out of 
the project. Say why it’s great for the 
lawyers, why it’s great for IT, why it’s 
great for the organisation, and 
communicate that change is going to 
happen and how it will benefit clients,” 
he said.

At the time of the pandemic, Dinesh’s 
firm were in the in the middle of 
changing their processes and were 
listening to various departments. In the 
pandemic, they changed their focus. 
“We tried to understand what the other 
firms we were dealing with wanted. And 
we went through groups of clients to 
see what they wanted and re-
engineered what we had so far,” he said.

From this wide-ranging discussion, it 
was clear that as remote work continues, 
a solution such as NetDocuments 
becomes even more essential. The 
usual document and email management 
tools – inflexible and generic - are no 
longer fit for purpose. With 
NetDocuments’ cloud-based platform, 
remote legal professionals can continue 
to collaborate, share, edit and work with 
business-critical documents, without 
worrying about security and compliance.

IN 
PARTNERSHIP 
WITH:

DOCUMENT MANAGEMENT
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