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The European Union (EU) General Data Protection Regulation (GDPR) comes into force on 25th May, 2018. 
This white paper looks at the key impact areas of the new legislation, how they may impact your firm’s data 
protection technology, and how you need to respond to Data Subject Access Requests.

Executive Summary

Key areas covered:

You will discover how using DocsCorp solutions can assist with your GDPR compliance plans and 
reassure your clients that the protection of their data is fundamental to your processes.

 Impact of 
‘Brexit’ Risk of

Dark Data

Responding
to data

access requests

The storing or processing 
of ’personal data’
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Introduction to GDPR
The General Data Protection Regulations (GDPR) are the most significant development in data protection that 
Europe, and possibly the world, has seen over the past 20 years. Unsurprisingly, GDPR is designed to consider 
the utilisation of modern technologies – both the way we work with them today and are likely to work with 
them in the future. In addition, there is a much greater emphasis on compliance following a widely-held belief 
that businesses, particularly in the UK, had not previously taken data privacy seriously enough. To reinforce this, 
penalties are considerably harsher and the compliance requirements are intended to spread a far wider net to 
include small and medium businesses and the third-party contractors they use.
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There are eight key principles detailed in the GDPR:

1. Personal data shall 
be processed fairly and 
lawfully

5. Personal data 
processed for any 
purpose or purposes
shall not be kept for 
longer than is necessary 
for that purpose or
those purposes

2. Personal data shall 
be obtained only for 
one or more specified 
and lawful purposes, 
and shall not be further 
processed in any 
manner incompatible 
with that purpose or 
those purposes

6. Personal data shall be 
processed in accordance 
with the rights of data 
subjects under this Act

7. Appropriate technical 
and organisational 
measures shall be taken 
against unauthorised 
or unlawful processing 
of personal data and 
against accidental loss or 
destruction of, or damage 
to, personal data

8. Personal data shall 
not be transferred to 
a country or territory 
outside the European 
Economic Area unless 
that country or territory 
ensures an adequate 
level of protection for the 
rights and freedoms of 
data subjects in relation 
to the processing of 
personal data

3. Personal data shall 
be adequate, relevant 
and not excessive in 
relation to the purpose 
or purposes for which 
they are processed

4. Personal data shall 
be accurate and, where 
necessary, kept up to date

These principles can be summarised as protecting the fundamental right to privacy; data to be accurate 
and only kept for good business reason; data kept only as long as necessary and protection from transfer 
to unapproved jurisdictions. In addition, the themes of ‘privacy by design’ and ‘accountability’ feature 
consistently throughout the text.
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Penalties 

To reinforce the importance of compliance and to 
ensure boardroom buy-in, there are many new 
auditable obligations as well as maximum penalties 
of 4% of global revenue or 20,000,000 Euros - 
whichever is highest.

This penalty is applicable in the case of significant 
data breach, disregard to obtaining consent or illegal 
transfer of data outside of the EU.

In addition, there is a lesser known penalty of 
2% of global revenue or 10,000,000 Euros for 
‘administrational’ non-compliance. In other words, 
and because new powers of audit exist, a data breach 
is not required before penalties kick in. Just the lack 
of the appropriate documentation and/or protective 
processes are enough to warrant penalty.

Reducing Exposure 

With the potential for these penalties to have 
a devastating impact on a firm’s livelihood, the 
appointment of a Data Protection Officer (DPO) 
to ensure and monitor compliance becomes more 
important than ever. The DPO is responsible for 
overseeing the application of the appropriate security 
measures and staff education to help reduce any 
potential penalties or fines.

GDPR applies a sliding scale to penalty amounts that 
recognises efforts made to protect data. Described 
by GDPR as ‘technical and organisational’ measures, 
firms will need to apply ‘best practice’ hardware, 
software and administrational processes to the 
protection of their personal data and document all 
provisions in preparation for audit.
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Brexit and GDPR
There was some speculation that GDPR would cease 
to be relevant following the UK’s decision
to leave the EU. While we await the detail of what 
Brexit really means in terms of EU and UK trade 
agreements, people movement and laws, there has 
been significant commentary, including a statement 
from the Information Commissioner’s Office (ICO), 
suggesting that not only will it still apply but that 
businesses should start compliance preparations now.

The following key reasons are given as to why GDPR still applies:

GDPR Comes Before Brexit
The GDPR comes into force on 25th May, 2018. The 
earliest Brexit can happen is August, 2018 and until 
then all EU laws will apply.

Application 
The GDPR applies to the data of EU citizens 
regardless of where the controlling or processing 
of that data takes place. This means that countries 
outside of the EU (including the US and an 
independent UK) would have to apply GDPR for 
client data where the client is in the EU.

Adequate Data Protection
For an EU country to trade outside of the EU, 
‘adequate’ data protection measures must be in 
place. It is likely that GDPR will be the standard set as 
‘adequate’ and the UK would have to introduce an 
equal replacement if it decided to revert to existing 
DP regulations - which would simply be GDPR under 
a different name.

Legislation Change
There are many EU regulations currently in force and 
all will remain for at least two years until the final 
Brexit date. It will be a costly and time consuming 
exercise to replace these regulations with UK law and 
even if GDPR is revoked there are likely to be many 
other areas of law regarded as higher priority.
The advice offered by the ICO as to why GDPR is still 
relevant can be found here:
https://iconewsblog.wordpress.com/2016/07/07/
gdpr-still-relevant-for-the-uk/

EU Only?
No. A common misconception is that the GDPR only 
impacts EU countries. In fact, the new legislation has 
a global reach. The legislation protects the personal 
data of EU citizens and will apply to: 
•  Any business providing  goods or services to  
 an EU citizen
•  Any business with an office and employees  
 in the EU
•  Any business transferring data outside of the EU
Furthermore, if a non-EU business that ‘processes’ 
personal data (e.g. a cloud service provider) cannot 
provide a guarantee of GDPR  compliance, an EU 
business is prohibited from contracting with them.
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Controller or Processor?

A cloud service provider or third-party data host will, in most cases, be determined as a 
‘processor’.

Many businesses are significant data consumers. Client data is, at the very least, at the heart 
of their marketing initiatives and may even be part of the product or service they sell and the 
client they sell to. Much of this data is sensitive, either for commercial reasons or because it 
directly relates to an individual.

Various sectors – from  health to finance to legal – all have their own specific governance 
regulations. These are sometimes shared due to complex relationships between the services, 
but for personal data the GDPR will apply equally to all.

There will not be many businesses that do not hold or process personal data but it is still 
important they understand their role and responsibilities as determined by the GDPR. The two 
significant roles are that of ‘controller’ and ‘processor’.

GDPR
says…

GDPR
says…

‘Controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly 
with others, determines the purposes and means of the processing of personal data; where the purposes 
and means of such processing are determined by Union or Member State law, the controller or the specific 
criteria for its nomination may be provided for by Union or Member State law.

‘Processor’ means a natural or legal person, public authority, agency or other body which processes 
personal data on behalf of the controller. 

A business will be determined a ‘controller’ for the client, prospect and 
employee personal data it stores and uses.
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‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); 
an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to 
an identifier such as a name, an identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person. - Article 4 of GDPR

GDPR
says…

Personal or Sensitive
It is important to determine whether data is ‘personal’ or ‘sensitive personal’ as defined by the 
regulations, as different levels of protection are required – some mandatory and accountable 
in the case of sensitive data.  
It is also a new requirement that processors understand what type of data they are handling 
on behalf of their clients.

Personal Data
The definition of personal data has been broadened to include anything that can be directly 
associated with an individual. Broadly, GDPR keeps existing definitions but adds digital 
footprints such as cookies and IP addresses.

 
Sensitive Personal Data
The following are the GDPR classifications for sensitive personal data:

The GDPR essentially prohibits the processing of sensitive personal data unless one of the 
criteria in Article 9 (2) is met. These include:
9(2)(a) – Explicit consent of the data subject, unless reliance on consent is prohibited by EU 
or Member State law.
9(2)(e) – Data manifestly made public by the data subject.

GDPR
says…

Revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union 
membership; and the processing of genetic data, biometric data for the purpose of uniquely identifying a 
natural person; data concerning health or data concerning a natural person’s sex life or sexual orientation 
shall be prohibited. - Article 9 of GDPR
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Data Controller Responsibilites

The controller shall, both at the time of the determination of the means for processing and at the 
time of the processing itself, implement appropriate technical and organisational measures, such as 
pseudonymisation, which are designed to implement data protection principles, such as data minimisation, 
in an effective way and to integrate the necessary safeguards into the processing in order to meet the 
requirements of this Regulation and protect the rights of data subjects. - Article 25 of GDPR

Appropriate level of security account shall be taken from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed. - Article 
32 of GDPR

GDPR
says…

GDPR
says…

Having determined that a large number of systems and associated archives are likely to contain 
personal data and, quite likely, sensitive personal data, it is essential to ensure that the right 
protections are in place. 

Privacy By Design
The GDPR requires that data controllers and processors build adequate protections for 
personal data into the design of all systems and processes. These protections are described as 
‘technical’ and ‘organisational’ and examples of each are given. 

Security
The GDPR mandates protection of personal data in all the stages of the data lifecycle including 
ingestion, data at-rest, during processing and in-transit. 
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The DocsCorp Benefit
DocsCorp is uniquely and ideally placed to be part of your GDPR compliance strategy, both 
now as you adapt practices and processes to achieve compliance and in the future as you 
ensure you maintain compliance. 

Privacy by Design and DocsCorp
DocsCorp provide the tools to uncover existing dark data across all repositories in your 
enterprise and make it searchable, therefore enabling true risk assessment and the ability to 
provide a complete DSAR response.

For those firms that have already begun compliance preparations, an early challenge has 
proven to be ‘dark data’. Essentially, this is data that is non-searchable and therefore a 
potentially significant risk. A common example of dark data is a PDF document that has 
not had optical character recognition (OCR) applied and is therefore little more than an 
unsearchable image with a title. The majority of professional services firms scan client 
passports and household bills for a ‘proof of identity’ exercise and, if OCR is not applied, they 
effectively have unsearchable sensitive personal data on their systems.
The ‘dark data’ risk falls into both the 4% and 2% penalty categories:

Data breach - even where a 
firm has applied all necessary 
technical and organisational 
protections to its personal data, 
should a data breach occur, any 
dark data not previously known 
about could be filed in the wrong 
place and be unprotected resulting 
in a significant fine.

Data Subject Access Request - 
should an ex-customer, client 
or employee invoke one of the 
new rights to either see, delete 
or export all data held on them 
it will be very difficult for a 
business to provide data that is 
not searchable. Should the data 
subject know of its existence, this 
could lead to ICO involvement 
and an unnecessary and 
potentially expensive dispute.

Audit - should the firm be 
subjected to an audit, there is 
always the potential for a spot 
check to uncover data not given 
the required protections because 
it was not ‘discovered’ during a 
previous risk assessment exercise.

a b c
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GDPR
says…

A Data Subject has the right to access data held about them, in addition to the following information:
(a)  the purposes of the processing; 
(b)  the categories of personal data concerned; 
(c)  the recipients or categories of recipient to whom the personal data have been or will be disclosed,  
 in particular recipients in third countries or international organisations; 
(d)  where possible, the envisaged period for which the personal data will be stored, or, if not possible, the 
criteria used to determine that period; 
(e)  the existence of the right to request from the controller rectification or erasure of personal data or 
restriction of processing of personal data concerning the data subject or to object to such processing; 
(f )  the right to lodge a complaint with a supervisory authority; 
(g)  where the personal data are not collected from the data subject, any available information as to their 
source; 
(h)  the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) 
and, at least in those cases, meaningful information about the logic involved, as well as the significance and 
the envisaged consequences of such processing for the data subject. - Article 15 of GDPR

In addition to the core principles of securing and protecting data, the GDPR enhances a user’s 
rights in regard to that data. 

Right to Access 
The right to access data held on an individual exists today but is enhanced under the GDPR in 
a number of ways:
•  No charge for access - Data Subject Access Requests (DSARs) will be easier for clients as 

the existing ability to charge is prohibited
•  Faster response - firms must respond without ‘undue delay’ and no later than one month 

30 days after the DSAR is made 
•  Justification and retention - an enhancement to today’s rights are that the controller must 

also provide a business reason for holding the data and the length of time they intend to 
keep it

New Data Subject Rights



13

GDPR
says…

GDPR
says…

The data subject shall have the right to receive the personal data concerning him or her, which he or she 
has provided to a controller, in a structured, commonly used and machine-readable format and have 
the right to transmit those data to another controller without hindrance from the controller to which the 
personal data have been provided, where: 
(a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on 
a contract pursuant to point (b) of Article 6(1); and 
(b)  the processing is carried out by automated means. 
 - Article 20 of the GDPR

This applies when: 
(a) The personal data are no longer necessary in relation to the purposes for which they were collected or 
otherwise processed;
(b) the data subject withdraws consent on which the processing is based according to point (a) of Article 
6(1), or point (a) of Article 9(2), and where there is no other legal ground for the processing; 
(c) the data subject objects to the processing pursuant to Article 21(1) and there are no overriding 
legitimate grounds for the processing, or the data subject objects to the processing pursuant to Article 21(2); 
(d)  the personal data have been unlawfully processed; 
(e) the personal data have to be erased for compliance with a legal obligation in Union or Member State 
law to which the controller is subject; 
(f )  the personal data have been collected in relation to the offer of information society services referred to 
in Article 8(1). 
 - Article 17 of GDPR

Right to Erasure
The EU ‘Right to be forgotten’ ruling of 13th May, 2014 resulted in individuals having the right, 
under certain conditions, to ask search engines to remove links with personal information 
about them. 
GDPR introduces the right for data subjects to have their data ‘erased’ in certain 
circumstances. There are, however, a list of acceptable reasons to deny such a request.

Right to Portability
The GDPR gives individuals the right to require their data to be exported in a structured, 
commonly used and machine-readable electronic form. Depending on the amount of data 
and format required this is another potentially costly burden on both data processors and 
controllers.
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GDPR
says…

In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later 
than 72 hours after having become aware of it, notify the personal data breach to the supervisory authority 
competent in accordance with Article 55, unless the personal data breach is unlikely to result in a risk to 
the rights and freedoms of natural persons. Where the notification to the supervisory authority is not made 
within 72 hours, it shall be accompanied by reasons for the delay.

New Data Subject Rights
Right to Rectification
Individuals have the right to insist on data accuracy.

Data Breach Notification
Businesses will be required to notify the authorities of any data protection breaches within 
72 hours of becoming aware of a breach resulting in unauthorised loss, amendment or 
disclosure of data. 

In addition, they may have to notify the data subject if there is a financial or ‘high risk’ to the 
individual’s data protection rights.

 
 

 
The DocsCorp Benefit

Enabling new enhanced user rights is a fundamental part of GDPR compliance. 
It is not known exactly how much the current fee for a DSAR has acted as a deterrent, nor 
how much the removal of a fee will contribute to an increase in requests, but the general 
expectation is that this, along with the ease of online submission and the likely publicity and 
even encouragement to find out what data is being held, will result in a significant rise in the 
number of requests.

It is therefore essential that businesses have the available tools and resources to respond to 
a DSAR and within the 30 days required. For many information systems, the lack of suitable 
search, export and delete functions will make this a real and expensive challenge.

DocsCorp provides clients with the tools they need to be fully equipped to respond. Ensuring 
all data is available when responding to a DSAR reduces the likelihood of dispute, drawn out 
negotiations and potential administrational penalties.
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Removing the Dark Data Risk
The first step to compliance is to carry out a Data Protection Impact Assessment as recommended by the 
Information Commissioner’s Office. The Impact Assessment will enable firms to understand and document 
their current data landscape and uncover any potential risks to non-compliance.

The Impact Assessment is essentially a three-stage process:

Data Map
It is important to document the data profile of all 
systems and processes. This includes detailing the 
following:
• What type of data is present?
• Who can access that data?
• Where the data is located
• Why the data is being kept
• How long the data is being kept for?

Risk Assessment
Having mapped and documented all the data on the 
firm’s systems and processes, several potential risks 
will be exposed, such as marketing contacts with no 
consent or personal sensitive documents filed in the 
wrong location. The firm should document these 
risks along with a severity and priority score in a risk 
register.

Remediation Plan
The firm’s senior management team should then 
create a Compliance Action Plan that details the 
tasks necessary to remediate the identified risks and 
ensure compliance. The various actions will likely be 
delegated to the appropriate stakeholder or business 
head.

For the discovery process to be as complete and 
thorough as possible it is first necessary to ensure no 
dark data exists. DocsCorp contentCrawler will find 
all previously unsearchable PDF documents, OCR 
them and apply a layer of metadata ensuring that all 
content can now be searched. As a result, firms are 
empowered as to whether these documents - many 
of which will be no longer needed - can be deleted 
or filed appropriately with all necessary protections 
applied. Consequently, they will be protected from 
breach and available to a data subject access request 
or audit.
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Maintaining Compliance

Discover Hidden Content (Dark Data)
Comprehensive data discovery and management 
are essential for GDPR compliance. To ensure timely 
and efficient response to any Data Subject Access 
Requests (DSAR), all locations where personal 
information is stored should be easily discoverable.

contentCrawler from DocsCorp ensures 
comprehensive data discoverability by working 
to uncover documents that are not indexed for 
searching and would otherwise not be found. It is 
a key tool in making sure that all words in every 
document (even image documents) are fully text 
searchable. contentCrawler is an essential component 
for all firms to ensure they comply with the new 
GDPR legislation.

Bulk Processing for Document
Management
contentCrawler is an integrated analysis, processing 
and reporting framework that intelligently assesses 
documents in a Document Management System 
(DMS), determining if they require OCR and/or file 
compression processing. Organisations can bulk 
process documents in the DMS using the OCR or 
Compression modules separately or together. 

For example, contentCrawler will convert all image-
based documents in the DMS to text-searchable 
PDFs. The Compression module will then apply 
compression and downsampling to minimise the file 
size of the resulting PDF documents. The automated 
end-to-end process can run 24/7 without any staff 
intervention, emailing periodic notifications of 
processing statistics and error reporting to the IT 
Administrator.  

Key benefits:
•  Ensures all documents are indexed for searching  
 and are therefore discoverable
•  Simplifies management of image-based  
    documents
•  Reduces non-compliance risks
•  Increases efficiency through automation
•  Leverages existing investment in DMS and search  
 technology
•  Reduces costs managing OCR and Compression  
 technology

Once the GDPR deadline in May, 2018 has passed it will be important to ensure 
measures are in place to maintain compliance. As part of the continuing effort to 
ensure the appropriate technical and organisational protections are in place, the Data 
Protection Officer will need to keep applicable processing records, act as the interface 
between the business and the authority, and manage data subject access requests.

Three areas where DocsCorp tools can assist with compliance requirements are:
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DSAR Response Made Easier With
Document Bundling
pdfDocs Binder from DocsCorp bundles the 
appropriate documents to be passed back to the 
data subject for inspection or as a response to an 
access request. 
pdfDocs Binder automates the process of converting 
and assembling vast amounts of documents into 
a single or multi-PDF electronic binder, which can 
be distributed to clients or third parties quickly and 
securely.
Documents and folders, including folders with  
sub-folders from a Microsoft Window file or DMS, can 
be easily added to the Binder. The documents and 
folders can be rearranged within the Binder with 
drag-and-drop ease, with the option to add headers/ 
footers, a cover page, links, bookmarks, page 
numbering and security settings.
The Binder can be output to CD, complete with a 
printable and interactive Table of Contents to help 
readers navigate the file.

Key benefits:
•  A highly intuitive user interface that is easy to  
 navigate
•  Creates electronic PDF Binders from templates for  
 consistency
•  Automates the process of assembling, processing  
 and converting documents to an electronic PDF  
 Binder
•  Integrates with MS Office, SharePoint and   
 document management systems
•  Enhances productivity and streamlines document  
 production workflows

Data Leak Prevention

cleanDocs from DocsCorp is a metadata removal 
tool that can clean documents of hidden information 
and potentially harmful metadata. It protects 
organisations from accidental information and 
metadata leaks.
Unintentional leaks have the potential to embarrass 
or negatively impact a company’s financial and 
reputational well-being. cleanDocs integrates tightly 
with email systems to ensure all hidden metadata 
is removed from documents sent out from an 
organisation.
cleanDocs consists of two modules – cleanDocs 
Desktop and cleanDocs Mobile. They can be 
deployed independently or together for a more 
comprehensive metadata removal solution.

Key benefits:
•  Prevents disclosure of confidential or sensitive  
 information
•  Ensures regulatory compliance
•  Reduces financial and reputational risk
•  Enforces enterprise compliance to metadata  
 policies for desktop and mobile users
•  Overrides optional metadata types for business  
 reasons

Find out more about 
cleanDocs as a metadata 
removal solution by
downloading the  
Top 10 Reasons for Choosing 
cleanDocs.

for Metadata Removal
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Next Steps

It is critical to start planning now for how you will respond to 
the GDPR’s extensive requirements. With a robust Information 
Governance strategy, firms can start implementing the controls 
and protections needed to achieve strong security for their 
client, prospect and employee personal data.

1
Raise awareness
Hold internal workshops for key stakeholders
to understand the legislation changes and
likely impact on systems and processes. 
 

3
Develop a GDPR  
Compliance Plan (GCP)
Work backwards from the deadline of May, 2018 and 
produce a timeline of key compliance objectives. 
Delegate process change to key stakeholders in the 
relevant areas of the business impacted.

2
Carry out a GDPR Impact  
Assessment
• Understand your current exposure 
• Document Data Flows
• Determine the risk
• Document Remediation Plans 

4
Assess all Cloud Service Provider 
Contracts
Work with your current third-party service providers 
to seek assurance as to their GDPR compliance and 
understand what contract changes are needed.
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DocsCorp Functionality
The preparation for compliance in 2018 will not be a simple task and will most likely require time and resources 
to execute the necessary planning and implementation. For many, achieving full compliance will be a costly 
exercise depending on how mature existing data protection processes are and how much personal data exists. 
To help mitigate some of that cost it is worth looking at how any existing tools can help.
 
The following is a simple checklist of key functionalities to look for:

Facility GDPR Compliance DocsCorp Solutions

Enable enterprise grade searching 
across your systems

DSAR to comply with data access 
requests and to discover data for 
return, erasure and portability

Reporting and workflow Automatically compile DSAR 
responses

Data leakage protection Data leakage protection 
PRIVACY BY DESIGN To prevent 
sensitive data being sent to the 
wrong recipient in error
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About DocsCorp

DocsCorp pioneers easy-to-use software and 
services for document professionals who use 
enterprise content management systems. We 
provide solutions for metadata removal, document 
processing, PDF manipulation, and document 
comparison.

The DocsCorp product suite is built to drive 
business efficiency and increase the value of existing 
technology investment. DocsCorp is a global brand 
with customers located in the Americas, Europe, Asia 
Pacific and beyond. 
 
More than 3,500 organizations rely on DocsCorp 
software every day.

Our Mission

Our mission is to deliver a suite of integrated 
products and services for the modern document 
professional. DocsCorp helps transform any 
organization’s slow and outdated processes with 
sophisticated solutions for document processing and 
review on the desktop and in the cloud. Get more 
out of your existing technology with DocsCorp.

More information
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